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The COVID-19 pandemic has in-
creased consumers’ already ravenous 

appetite for digital financial services. As 
banks and financial technology (fintech) 
firms strive to fulfill their needs with 
progressively sophisticated solutions, 
regulators are poised to take on an even 
more important role. How successfully 
regulators steer the fast-changing sector 
will depend on how well they understand 
and support new aspects of fintech 
innovation, cybersecurity, and consumer 
privacy and security.

Banking is fast-becoming digital
Well underway before the COVID-19 pan-
demic swept the world, digital’s influence 
on banking has accelerated. Consumer de-
mand has grown as Apple, Google, Face-
book, Netflix, and other tech giants raised 
the bar for online experiences. Consumer 
expectations shifted to include simpler in-
terfaces and journeys, digital-first experi-
ences, data-driven personalized offerings, 
and frictionless, on-demand access to in-
formation and services. COVID-19 further 

pushed these trends, propelling digital 
adopters  to move from digital as a choice 
to digital as the only choice. In March 
2020, the world saw a 50 percent-plus 
surge in e-commerce transactions com-
pared to the same period a year earlier.1

This shift is prominent in banking, too. 
Findings in BCG’s 2020 Retail Banking Ex-
cellence Benchmark (REBEX) survey show 
that consumers now favor banking via mo-
bile devices. Across 30 countries, 34 per-
cent of the 17,600 retail banking customers 
in our survey say they now use mobile 
apps to bank. (See Exhibit 1.) In the Mid-
dle East, 59 percent of customers have 
used mobile apps more since the 
COVID-19 outbreak. Some 40 percent have 
begun banking online because of the crisis, 
and 35 percent say they visit branches less 
or have stopped visiting them altogether.

Consumers’ increased appetite for digital 
accelerated the number of innovative dis-
ruptors seeking to transform financial ser-
vices. Startups, technology giants, and tele-
communications companies—along with 
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some present financial services players—
are leading the charge. Operational fin-
techs, for example, in the Middle East, 
grew from 30 in 2008 to more than 160 by 
2019.2 In the United States, one out of 
three personal loans now originate with 
fintech lenders. In the United Kingdom, 
Monzo reached 1 million customers 3.5 
times faster than a branch-based challeng-
er bank. In China, WeChat’s userbase is 
three times larger than the country’s top 
five banks’ credit-card market share for 
customer segments under age 25.

Regulators feel pressure to 
adapt
These modern fintechs, along with tradi-
tional banks seeking to catch up, now work 
relentlessly to ride this wave. They are de-
veloping and adopting the latest digital tech-
nologies at a pace that regulators have trou-
ble matching. Regulators’ ultimate objective 
is to maintain the financial sector’s stability 
while protecting consumers from inequita-
ble, deceptive, or abusive activities. The 
sheer number of new entrants, the complex-
ity of new technologies they are introducing, 
and the disruptive business models they are 
adopting all pose challenges for regulators. 
Indeed, regulators face a multitude of op-
tions within two extreme scenarios:

1. Maintain the status quo by limiting, to 
the extent possible, any disruptive 

fintech plays that threaten the sector’s 
stability, or 

2. Embrace fintech advancements and 
support the sector’s transformation 
with a new regulatory operating model 
that encourages innovation while 
managing its influence. 

For regulators, both extremes require ac-
tion—while doing nothing is not an option. 
In today’s digitized world, where everything 
is figuratively and literally at consumers’ fin-
gertips, ignoring fintech players’ rapid rise 
poses a systemic risk for the sector and to 
consumer protection, if not handled properly. 

While regulators’ natural tendency may be 
to choose the first option, this approach 
has proven unsustainable and fails to re-
flect the larger economy and consumers’ 
evolving financial needs. A 2020 study by 
the International Monetary Fund (IMF) ex-
amining 52 countries found that adoption 
of digital payments is significantly and 
positively associated with GDP growth, 
particularly where fintech drove growth in 
the financial sector and, by extension, 
overall growth.3 Therefore, the more con-
structive path for regulators is the second 
option.

Yet, option 2 presents challenges for regula-
tors that are unable to address the follow-
ing: 

Source: REBEX Pulse 2020, study conducted from 18th May to 19th June 2020, n=17,600 across 30 countries.
1Net change = percentage of respondents who increased the usage – percentage of respondents who decreased the usage.

EXHIBIT 1 | Use of Digital Banking Channels has Increased Significantly During COVID-19
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 • Outdated regulatory frameworks. 
How can regulators support innovation 
and ensure the right guardrails are in 
place? For example, we know that high 
or unreasonable barriers to entry can 
stifle innovation and putting excessive 
capital requirements on fintechs can 
overburden those that want to address 
just a subset of banking services.

 • Keeping up with evolving technolo-
gies. Continual evolution of technology 
makes it difficult for regulators to 
evaluate if fintech solutions do more 
harm than good for consumers. Regula-
tors must keep up with the pace of 
innovation across technological and 
financial services domains.

 • Dominance of incumbent banks. 
Many banks are entrenched in the 
market and comfortable with their 
current ways. Collaborating with 
fintechs is not high on their agendas, 
but they need to think of them as 
partners rather than foes. For example, 
fintechs can offer innovative, lower-cost 
solutions for an underserved customer 
base without necessarily stealing 
market share from banks. How can 
regulators encourage collaboration 
among banks and fintechs in the 
interests of the economy and consum-
ers?

 • Building up cyber resilience. With 
innovation and increased digitization, 
regulators and the financial sector at 
large face mounting exposure to cyber 
threats. Cybersecurity vulnerabilities 
are magnified by the evolution of cloud 
technology, increased technology 
outsourcing, and shortage of cybersecu-
rity expertise. The Reserve Bank of 
New Zealand estimates cyber incidents 
cause average annual losses of NZ$104 
million ($73 million) and NZ$38 million 
($27 million) for the banking and 
insurance sectors respectively.

Regulators in some markets saw these 
challenges early on and responded with 
proactive measures to support innovation 
while preserving stability. Their precedents 

serve as a foundation for initiatives other 
regulators can lead in four major areas: 

1. Revamp regulatory frameworks to 
foster fintechs. Regulators are moving 
licensing from being entity-focused—
on banks and exchange houses, for 
example—to being activity-focused, 
centering on issuing electronic money, 
providing payment services, and 
offering crypto-exchange among other 
activities.

Regulators are also using a risk-based ap-
proach to mandate initial capital require-
ments. For example, the Monetary Authority 
of Singapore puts just S$100,000 initial capi-
tal requirements on e-money institutions 
that generate a daily e-money float less than 
S$5,000,000.4 Once they reach a certain 
mass, regulatory requirements follow suit. 
This helps startups innovate without para-
lyzing them as they seek to generate sustain-
able cashflow. Otherwise, startups would 
likely forego the financial services sector.

2. Set up innovation sandboxes to test 
new ideas, products, and services 
safely. In these conceptual, controlled 
environments, fintechs try out new 
ideas within pre-defined parameters. 
The regulator limits scale and allows 
firms to live-test under a special 
exemption, allowance, or other finite, 
time-bound exceptions. Before a fintech 
can participate in the sandbox, the 
regulator assesses the value-at-risk 
while considering, among other factors, 
the following:

 • Number of customers targeted for 
testing

 • Transactions per time period (day, 
week, month, or year)

 • Maximum value per transaction

 • Funds or value held by the fintech

The regulator evaluates the fintech appli-
cant’s objectives. Based on our review of 
six regulatory sandboxes, regulators use 
level of innovation, consumer benefit, test-



Boston Consulting Group  |  The Regulator’s Dilemma 4

ing readiness and scenarios, and in-coun-
try deployment plans as their top criteria. 
(See Exhibit 2.)

Why use a sandbox? In addition to encour-
aging innovation while maintaining control 
over regulation and supervision, it shows 
regulators where new or revised regula-
tions may be needed. For example, in fol-
lowing the UK’s Financial Conduct Author-
ity sandbox, we found it attracted 443 
sandbox applicants, from which it culled 
the most promising 140 to test their inno-
vations with banks and consumers. Today, 
more than 100 of these fintechs still oper-
ate in the market. Similarly, in the Middle 
East, the Central Bank of Bahrain (CBB) 
launched its sandbox in 2017 and saw great 
response, receiving more than 50 applica-
tions in its first three years of operations.

A sandbox benefits the regulator and partic-
ipating fintechs. It reduces uncertainty by 
allowing fintechs to test and collect market 
feedback early on, albeit at a small scale. 
This allows them to adjust their business 
model as needed. It’s important to note that 
the path to attaining a license from the reg-
ulator is, by design, never easy. The sandbox 
is a training ground where fintechs can bet-
ter comprehend the regulator’s concerns 
and thus make a stronger case during the 
licensing process. Rain, a crypto-exchange 

platform, was an early participant in CBB’s 
sandbox. The fintech successfully exited the 
sandbox and applied to and received a 
Crypto Asset Brokerage license under CBB’s 
newly developed crypto-assets exchange 
regulations. CBB used its sandbox learnings 
to develop crypto-asset regulations.

3. Encourage banks to collaborate via 
open banking. Established banks may 
hesitate to work with fintechs trying to 
enter the market, viewing them as 
threats. Open banking can help over-
come this view. 

The EU’s Payment Services Directive 
(known as PSD2), which regulates payment 
services throughout the European Union, 
uses open banking to encourage big banks 
to share their application programming in-
terfaces with authorized, licensed fintechs 
that develop new applications. In jurisdic-
tions without open banking, regulators set 
up virtual innovation zones to simulate the 
concept in controlled environments. For ex-
ample, Abu Dhabi Global Market in the 
UAE launched the FinTech Digital Lab for 
banks, startups, tech companies, regulators, 
and others to collaborate, pilot, and vali-
date new offerings. Similarly, early in 2020, 
the FCA announced the launch of its  
Digital Sandbox Pilot, focused on use cases 
around fraud and scam prevention, finan-

Note: The following regulators have been selected for benchmarking based on their adoption of fintech regulatory sandboxes, their 
geographical diversity, and their relatively distinct regulatory frameworks; Source: regulators’ public websites

EXHIBIT 2 | Regulators Employ Sandbox Evaluation Criteria, with Some Criteria More Widely 
Adopted
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cial resilience, and providing access to fi-
nance for small- and medium-sized enter-
prises.

Wider access to financial data has opened 
up new opportunities for fintechs, includ-
ing real-time cross-border payments, 
smarter personal finance management 
and saving solutions, improved regulatory 
reporting and compliance, and enhanced 
credit decision support. Increased access to 
financial data has also pushed banks into 
partnerships that have had a positive im-
pact on the customer experience.

4. Build up cyber resilience. In parallel, 
regulators are setting up dedicated 
cybersecurity functions and proactively 
developing cybersecurity strategies. MAS 
in Singapore employs a Technology & 
Cyber Risk Supervision department led 
by a dedicated Chief Cyber Security 
Officer (CCSO). In Europe, we’ve ob-
served a great example of multilateral 
collaboration for improving cyber 
preparedness in the financial sector. In 
early 2020, the members of the Euro 
Cyber Resilience Board for pan-Europe-
an Financial Infrastructures (ECRB) 
created the Cyber Information and 
Intelligence Sharing Initiative (CIISI-EU). 
The initiative brings together public and 
private entities to share strategic and 
technical cyber practices and learnings.

Energizing fintech throughout 
the ecosystem

Regulation is just one piece of the puzzle, 
and regulators should not work in isolation. 
To make a national fintech agenda as effec-
tive as possible, regulators should proactive-
ly pull in and work with the broader fintech 
ecosystem. (See Exhibit 3.) Key players in-
clude education and research institutions, 
venture capital funds, startup incubators and 
accelerators, public institutions, incumbent 
banks and, of course, financial sector regula-
tors that are front and center. Everyone must 
work in tandem or progress will stall.

Let’s take a closer look at each player and 
the role they play.

Education and Research Institutions

Many countries face a shortage of diverse 
talent in financial technology. They lack 
people experienced in fundamental tech-
nical domains, such as cloud computing, 
cybersecurity, and machine learning. They 
also lack specialists in fintech topics such 
as digital payments, blockchain technolo-
gy, and risk modeling. Educational institu-
tions play a crucial role in developing 
more diverse talent for the future and, in 
the short term, sharing their expertise with 
regulators and public institutions to help 
bridge the skills gap.

E-money
E-money is broadly defined as an electronic 
store of monetary value on a technical de-
vice widely used for making payments to 
entities other than the e-money issuer. The 
device acts as a prepaid bearer instrument 
that does not necessarily involve bank ac-
counts in transactions. E-wallets are a 
prime example of e-money solutions.5

Regulatory Sandbox 
A regulatory sandbox is a safe space 
operated by a regulator to allow limited 
scale and live testing of innovations by 
firms in a controlled environment. 

The firms operate under a special exemp-
tion, allowance, or other limited, time-
bound exception.

Open Banking 
Open banking is the sharing and leveraging 
of customer-permissioned data by banks 
with third-party developers and firms. 
Together, they build applications and 
services, including, for example, those that 
provide real-time payments, greater 
financial transparency options for account 
holders, marketing, and cross-selling 
opportunities.6 
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Venture Capital Funds

A funding gap must be resolved as well. 
Without proper funding, local fintech start-
ups tend to fall out in the early stages. We 
have seen a strong association between 
healthy funding and the evolution of fin-
tech numbers. North America, Asia Pacific, 
and Europe have seen $140 billion, $60 bil-
lion, and $35 billion in fintech equity fund-
ing respectively in the past 20 years. The 
results are notable, with 7,240, 4,800, and 
6,380 fintech companies proliferating in 
these respective regions. Meanwhile, the 
Middle East and Africa regions are still 
catching up with $4 billion in equity fund-
ing and 970 fintech companies.7 The 
means to secure healthy funding ranges 
from actively working to attract venture 
capital funds to setting up local develop-
ment funds to invest in these startups. 
Governments can use the latter as part of 
a broader economic diversification strate-
gy. This approach has gained momentum 
in the Middle East. GCC countries are de-
veloping economic agendas to shift away 
from oil dependence. In the process, some 
have set up government-backed funds that 
focus on promoting innovation and fintech 
startups. Prominent examples include Abu 
Dhabi Catalyst Partners and the FinTech 
Fund in UAE, as well as the Al Waha Fund 
of Funds and the Global FinTech Fund in 
Bahrain.

Startup Incubators and Accelerators

Nascent firms need a nurturing environ-
ment as they develop and scale their offer-
ings. Incubators and accelerators serve that 
purpose, providing workspaces, mentorship 
and training, and early-stage funding. Coor-
dination between incubators and regula-
tors is crucial, because, in the highly regu-
lated world of financial services, incubators 
will need regulators’ help to steer startups 
along the licensing path. There is also the 
chance that as innovations and novel busi-
ness models evolve, regulations will fail to 
keep up. A resulting licensing vacuum can 
arise, where startups conclude incubation 
but have no clear licensing framework in 
place to guide them. Regulators aware of 
startups in the incubation phase are better 
equipped to update regulations or create 
new ones. Finally, regulators and incuba-
tors can together support eligible startups 
as they move to sandbox testing.

Public Institutions

A conducive financial regulatory environ-
ment will not suffice on its own. Wider 
policies that support business must also be 
in place. If financial and digital innovation 
is a priority for regulators, it must also be 
on the agendas of public institutions. For 
example, departments of commerce will 
want to introduce policies with the right 

EXHIBIT 3 | Regulators Are One of Six Main Actors in the National Fintech Ecosystem
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incentives and processes to encourage fin-
techs to do business in their countries. 
They can use several approaches, from 
commercial registrations and business sup-
port incentives to tax breaks, among oth-
ers. Otherwise, fintechs could stumble.

Incumbent Banks

Astute regulators will involve incumbent 
banks as they develop and advance the fi-
nancial sector. After all, banks that have 
operated in a market for many years will 
have a valuable perspective on regulatory 
restraints in relation to innovation. Regula-
tors can invite banks to join a fintech task-
force or working group, whose other mem-
bers include fintechs and digital 
challengers, to help determine priorities. 
Banks will want to innovate jointly in areas 
such as digital account opening, e-KYC 
(know your client) identification, cloud 
computing, regulatory compliance, and 
fraud detection enabled by regtech. By par-
ticipating in the advancement of the sector 
and its regulations across priority domains, 
banks will get to know fintechs and want to 
collaborate in a win-win scenario.

Other Financial Sector Regulators

Regulators that build relationships with 

other international regulators will be well 
positioned to increase cross-border collab-
oration and testing. As Ambareen Musa, 
Souqalmal founder and CEO, explains in 
the latest Innovation Talks with BCG Mid-
dle East, fintechs often find it difficult to 
adapt to regulatory requirements across 
jurisdictions, especially across smaller 
markets that do not allow for scaling of of-
ferings. Here, regulators may want to ex-
plore passporting, where a fintech operat-
ing in one jurisdiction is given a “passport” 
to operate in another. One example is the 
cross-border testing done by the Global Fi-
nancial Innovation Network (GFIN), an in-
ternational group of some 60 financial reg-
ulators and related organizations 
committed to supporting financial innova-
tion in the interests of consumers. 

Fueling the fintech regulatory 
journey
As fintechs push to innovate, regulators must 
advance, too. Supporting innovation while 
ensuring consumer protection is not straight-
forward. To help regulators, we’ve identified 
common pitfalls and smart actions to take 
along five fronts. (See Exhibit 4.)

1. Pitfall: Failure to recognize the scarcity 
of fintech talent early on, leaving 

EXHIBIT 4 | Regulators Can Catalyze Their Fintech Agenda by Progressing on Five Fronts



Boston Consulting Group  |  The Regulator’s Dilemma 8

regulators well behind in recruiting the 
tech-savvy people they need.

Action: Set up a fintech office and focus 
on recruiting the right leadership to drive 
initiatives from the start. Position the 
office to emphasize its importance and 
influence both internally and externally.

2. Pitfall: Working in isolation, thinking 
that regulation is the only lever. While 
regulation is key, it is just one piece of 
the puzzle. Regulators will want to avoid 
a narrow approach separated from the 
rest of the sector and its broader players. 

Action: Mobilize a national, pragmatic 
fintech taskforce with representation by 
key fintech players. Confirm that gover-
nance, roles, and accountabilities are 
concise, unambiguous, and complete.

3. Pitfall: Launching fintech reform 
efforts—such as creating a sandbox or 
devising new regulations—before 
understanding the underlying consumer 
and market needs.

Action: Define a fintech strategy and 
shared vision among all stakeholders. 
This begins with defining national 
priorities, such as determining the need 
to reduce dependency on cash, preserv-
ing financial inclusion, and providing 
businesses access to credit. The strategy 
will dictate areas for new regulations, 
sandbox processes, and incentives for 
bringing fintechs to markets. Reach out 
to partners such as banks, innovators, 
and startups, to get their feedback and 
to ensure the strategy is well-rounded 
with concrete initiatives. Also, do not 
underestimate the importance of a 
sound cybersecurity strategy.

4. Pitfall: Viewing a regulatory framework 
as etched in stone, when the conditions 
it regulates are constantly changing.

Action: Revise your regulatory frame-
work as needed. As innovation escalates, 
top regulators will treat their regulatory 
framework as an ever-changing organ-

ism. Consider a regulatory sandbox to 
test fintech innovations and extract 
findings. The framework will evolve as 
consumer and market demands shift 
and new technologies emerge.

5. Pitfall: Being complacent about 
adopting automation that can help 
supervise financial institutions. Many 
regulators are accustomed to supervis-
ing a limited, almost constant, number 
of incumbent financial institutions. The 
rapid evolution of fintechs is changing 
these dynamics. As more fintechs come 
aboard, manual processes for market 
surveillance and misconduct analysis 
will not keep up. And supervision teams 
with a historically stable number of 
incumbent banks to monitor could be 
overwhelmed by the surge.

Action: Develop the right financial 
supervision strategy. Design for scale to 
avoid being overwhelmed in the longer 
term. We recommend starting small and 
planning for supervisory technology 
(suptech) that keeps up when growth 
kicks in. Prepare to invest in automated 
financial supervision across data 
collection and data analytics. Suptech 
applications include digitizing regulato-
ry requirements, automating financial 
institutions’ data submissions for 
streamlined data processing, and 
developing machine-learning models to 
sift through and classify suspicious 
transaction reports. 

Regulators that foster innovation in 
financial services open doors for digi-

tal advancement and economic growth. 8 
While regulators are flag bearers and or-
chestrators, they must also recognize that 
they are not alone in advancing a national 
fintech agenda. The importance of a sound 
regulatory framework is clear, as are collab-
oration and coordination among regula-
tors, banks, fintechs, and others in the sec-
tor—whether they are within or across 
borders. Here, the words of the African 
proverb ring true: “If you want to go fast, 
go alone. If you want to go far, go together.”
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