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 Business leaders are faced with an increasingly complex ESG, compliance, and risk landscape, 

in which they must navigate a succession of regulatory waves, tougher standards, and stricter 

enforcement actions. In terms of ESG alone, there have been more than 170 new or amended regulations 

proposed globally since 2018 - more than in the previous six years combined.1 There is also rising 

consumer pressure on firms — customers increasingly demand that companies prioritize ESG in all 

of their activities and decisions. Meanwhile, companies in 2019 faced record compliance-related fines 

totaling $524.2 billion, according to a BCG analysis. 

The message for decision makers is clear. Across ESG, compliance, and risk, they should treat the bar 

set out by regulation as the absolute minimum. Their longer-term aim should be to optimize their ESG, 

compliance and risk management to reduce potential liabilities, enhance the customer experience, 

and create value.

In a globalized and hyper-connected world, companies need to be aware of shifting attitudes and 

sensitivities, while managing diverse risks that go well beyond their legal obligations. The list of demands 

is long. They need to satisfy the expectations of a broad range of stakeholders, attract talent, retain 

wallet share, keep up with the regulatory agenda, and avert reputational damage and declining market 

share. How should executives respond to these imperatives? They need great governance, insight into 

what is happening now, and a willingness to adapt continuously to a changing world.

This report discusses how companies around the world are navigating a rising tide of regulatory and 

consumer expectations to optimize their compliance target operating models (TOMs). The insights 

here are based on a global, cross-industry survey of more than 150 companies, conducted in 2020.2 

The report reveals the maturity of companies' approaches, resource availability and organizational 

context, as well as current progress on the digitization of key functions.

The analysis for this report is based on BCG’s compliance target operating model. A well-rounded 

compliance target operating model covers six dimensions: strategy, governance and organization, 

risk management, data and IT architecture, culture, and reporting to regulatory authorities. These 

dimensions, together with their respective sub-dimensions, reflect the regulatory view of what an 

effective compliance program looks like. This clear breakdown of the relevant dimensions also facilitates 

successful managerial steering.

1 ESG regulations and their impact on advice, FT Adviser, May 2020

2 Each participating company had at least $500 million in revenues in 2019, with top-end earners generating revenues up to $10bn. Companies ranged from <500 - over 

50,000 FTEs, ensuring a diverse sample composite
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Figure 1: Survey participants



Figure 3: Compliance target operating model 

 Analysis of the data gathered on the compliance target operating model (TOM) revealed 

the following core themes. We term companies with a high maturity in their compliance 

target operating models (TOM) as ”Leaders”.

1. ALL COMPANIES CAN ACHIEVE A MATURE COMPLIANCE TOM:

 Leaders can be found in any industry, irrespective of company size.

2. LEADERS INVEST SMARTLY IN COMPLIANCE:

 Companies at the forefront of compliance make more effective budget allocations  

 and smartly prioritize their investments to make progress, whereas companies with less 

 advanced compliance TOMs struggle to secure budget and resources.

3. A CODE OF CONDUCT MUST BE LIVED: 

 A code of conduct is a vital component of organizational culture. However, to be effective, 

 companies must exceed its expectations, make it purpose-driven, and establish a  

 broad-based sense of integrity that attracts, guides, and inspires employees.

4. LEADERS ARE BEST POSITIONED FOR DIGITIZATION: 

 More companies are using digital solutions to enhance compliance. There is a clear 

 relationship between a company’s digital maturity and its compliance TOM.

5. LEADERS RECOGNIZE THE SIGNIFICANCE OF ESG: 

 Leaders rank specific ESG risks high on their agendas. But overall, many companies

 misunderstand the meaning of ESG as a risk category.

6. STRONG COMPLIANCE GENERATES RESILIENCE:

 Leaders have shown themselves to be more robust in a crisis.

7. STARTERS CAN EITHER BUILD DIGITAL FROM THE CORE OR MAKE THE LEAP: 

 Companies with immature compliance TOMs ('starters') need to ramp up on digitization.

 They can do this either by initially focusing on building up core compliance TOM pillars  

 and then incrementally building digital solutions for this pillars. Alternatively, where the  

 digital capabilities are in place, they can leapfrog into the digital sphere and simultaneously  

 work on the enhancement of their compliance TOM and digitization.
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The survey reveals five stages of maturity, with the most advanced being the Leaders:

Starter. These companies have not reached maturity across the key TOM dimensions for compliance. 

They are not yet digitally enabled and are encumbered by weak three lines of defense (LoD) frameworks.

Literate. In this case, compliance TOM dimensions are partly implemented as well as methodologies 

and frameworks, but there are shortcomings in areas such as third-party risk and speak-up culture.

Adopter. Adopters have put in place validated TOMs. However, they tend to lack capabilities in IT 

architecture and alignment with regulatory authorities. Compliance mandates and internal control 

systems are stronger than those of Starters.

Performer. This group has strong mandates, proven compliance programs and strong codes of conduct. 

Compared to Leaders they need to improve their risk management processes.

Leader. Leaders continuously look to improve risk management processes and frameworks. They excel in 

risk assessment and generally boast strong internal risk controls and alignment with regulatory authorities.

ALL COMPANIES CAN ACHIEVE A MATURE COMPLIANCE TOM 

Organizations’ operating models with respect to compliance vary in terms of maturity.

However, Leaders differentiate themselves across three dimensions:

TOM: Leaders consistently outperform Starters on all TOM dimensions, with maturity of risk assessment 

and the three LoD being a particularly good indicator of relative strength. Leaders typically operate 

excellent risk management systems, supported by a comprehensive compliance strategy and program, 

as well as an advanced regulatory engagement model. The latter is a key distinguishing feature. Starters 

focus considerably less on regulatory interaction and may therefore struggle to interact adequately 

with regulatory authorities. 

Ambition: Leaders’ aspirations are consistently high, with bold plans and targets.

Foresight: Leaders frequently adopt a synergetic approach to transformation, focusing on digitization 

alongside enhancing their compliance functions. They understand that combining these endeavors 

accelerates the transformation.

Our analysis suggests that every organization has the capability to become a leader. Indeed, a study of 

potential correlations between Leader status and other factors reveals two particular insights: 

There is no systematic relationship between TOM maturity and companies’ FTE number or revenue size. 

A range of TOM maturities is present in all size categories. Indeed, companies do not need to become 

leaders. The necessary requirements for achieving maturity are a willingness to strengthen all TOM 

elements and a proper understanding of the skill requirements of the current and future workforce.

Tighter regulation does not tip the scale. 

Highly regulated industries such as banking and insurance often have a mature governance system. 

However, the survey shows that there are organizations with sophisticated TOMs in various industries.
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12%

21%

36%

11%

20%

STARTER

Required maturity 
hardly reached in any 

TOM-dimension

Especially weak 
in the setup of the  

3LoD system

Mainly 
basics covered: 

Mandate strategy & CoC

LITERATE

Formal frameworks /
methodologies only 
partly implemented

Weakness in  
third party risk & 

WBS speaking-up culture

Stronger general Risk 
Assessment & 3 LoD 
compared to Starters

ADOPTER

Frameworks/
methodologies validated 

& distributed
 

Still weakness in IT 
Architecture & Regulatory 

Controls

Stronger Compliance 
Program & ICS compared 

to Starters

PERFORMER

Generally, 
very strong 

Compliance Mandate

Strong and proven ESG, 
compliance, and risk 

Program & CoC

Main catch-up potential in 
Risk Management processes 

compared to Leaders

LEADER

Continuous 
improvement of processes 

& frameworks

Risk Assessment as 
strong differentiator of 

Leaders

High maturity in internal 
Regulatory Controls and 

Regulatory alignment

Leaders can be found in any industry irrespective of company size.

0605
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LEADERS INVEST SMARTLY IN COMPLIANCE

New funding or funding optimization are, and will continue to be, a key determinant of success. 

Budget and resources in the second LoD have a significant impact on compliance performance. While 

most Starter budgets do not exceed $5 million, this tends to be the minimum for Leaders. Many 

companies in the Starter category recognize this challenge. Worryingly, however, some 60% of Starters 

expect budgets to stagnate or even decrease in future. Their only available choice, therefore, is to 

make better use of existing resources, for example by investing strategically in those targeted digital 

opportunities in the second LoD that might create efficiencies. Indeed, having a deliberate funding 

allocation strategy is one of the characteristics that sets Leaders apart from their peers. In addition, 

Leaders see effective and efficient operating models as a critical imperative, and anticipate an increase 

in compliance FTEs, budget (irrespective of revenue) and IT complexity, the latter by a significant degree. 

We can conclude that Leaders will achieve higher levels of performance by either raising budgets or by smartly 

allocating in efforts that will save cost in the mid-term such as digitization. Given the positive relationship 

between budget allocation and maturity, Starters must be smart about how they plan their spending. 

For the code of conduct to be effective, companies must go beyond the minimum to make it purpose-

driven and establish a culture of integrity that attracts, guides and inspires employees. A living code of 

conduct instills a purpose of belonging and identification. It fosters the motivation to act in an ethical 

and compliance-focused manner.

A CODE OF COMPLIANCE MUST BE LIVED

Across the board, companies recognize that culture is a precondition of effective compliance 

management. For that reason, companies consistently rank a code of conduct as being one of the 

key elements of an effective TOM. However, where Leaders differ from Starters is in cultural maturity 

and their levels of practical implementation. They walk the walk and update their codes of conduct 

regularly to reflect changing circumstances. Starters are less alert to these requirements. 

Leaders’ budget allocations are more effective, 
whereas Starters struggle to secure budget and resources.

For the Code of Conduct to be effective, companies must go beyond  
the minimum to make it purpose-driven and establish a  

culture of integrity that attracts, guides, and inspires employees.

Still, both for Leaders and Starters there is often a gap between intent and reality. Indeed, employee 

behaviors are often divorced from the lofty ideals expressed in official documents, our survey shows. 

For example, 10% or less of respondents among both Leaders and Starters say codes of conduct are 

effective behavioral beacons and create awareness and excitement among employees. Instead, the 

most prominent impression is of a tick-box culture and grudging acceptance. As a result, the code of 

conduct is underutilized. 

Figure 4: Code of Conduct as highly underleveraged resource
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LEADERS ARE BEST POSITIONED FOR DIGITIZATION

Our research reveals that several trends are occupying the minds of ESG, compliance, and risk professionals 

around the world. Among the most important topics is digitization, and how digital solutions can be 

effectively married to a TOM. 

With compliance functions confronted by increasing regulatory scrutiny and rising cost pressures, 

companies are increasingly using digital solutions to realize efficiency and effectiveness. 

However, the survey shows that many executives are finding it difficult to make best use of their digital 

resources. While many have reached the stage of “Digital Literacy”, there is room for improvement across 

the board. Indeed, “Digital Starters” outnumber “Digital Leaders” by a factor of more than two to one. 

Again, differences in maturity are not necessarily determined by region, industry, size, or regulation.

One key determinant of digital maturity is the maturity of the firm’s compliance TOM. More than 

80% of compliance leaders are also classified as Digital Performers or Digital Leaders. The opposite 

is the case for Starters. Leaders have a much clearer vision of the benefits of digital, and many take a 

systematic approach to the rollout. 

This often means they try to unlock pockets of value that may improve the company’s compliance 

performance. Nevertheless, even Leaders can improve in some areas – for example in establishing 

a digital platform for whistleblowing, facilitating a culture of integrity supported by digital tools, or 

digitally optimizing three LoD frameworks.

Starters have yet to get a full grip on the potential upsides of digital, and many still rely on spreadsheets 

and manual processes. However, they should not be discouraged. A key first step is to raise their levels 

of aspiration. They should then seek out strategic initiatives, such as establishing a digital roadmap, 

before building up relevant capabilities. 

Digitization of third-party risk assessment should be a priority as this is a key pillar of risk management 

and will swiftly free up resources for other activities. More transformative initiatives such as data-driven 

risk assessment, data platforms, and agile ways of working can be tackled at the next stage.

In summary, continuous digital development is not only relevant for Starters but should be a priority 

for every organization. Leaders should focus on leveraging the full potential of digital across the entire 

TOM and maintaining an advantage in areas where they are already at the forefront.

Figure 5: Digital maturity in ESG, Compliance, and Risk
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LEADERS RECOGNIZE THE SIGNIFICANCE OF ESG 

Around 30% of the most relevant risks faced by companies fall under the ESG umbrella, our survey 

suggests. Corporate governance (the G in the ESG formulation) ranks third in that list of risks. However, 

just 9% of respondents to our survey classify ESG as a standalone risk category, and it occupies a 

position of third from bottom in companies’ risk rankings.

This state of affairs reveals a widespread lack of understanding around ESG and what a comprehensive 

ESG approach might involve.

Drilling down into individual ESG factors, a major concern for companies is employee relations; part of 

the “governance” rubric. This reflects rising public awareness and regulation on this topic, particularly 

when it comes to human rights in supply chains. 

Another key issue, particularly for financial institutions, is anti-money laundering. In Europe, this may 

be a function of a recent raft of legislation, including enhancements to the 5th Money Laundering 

Directive, which came into force last year. Among the wider cohort, AML is seen as less urgent. In fact, 

60% of respondents do not cite it as being a relevant risk. 

As a rule, AML is a more significant topic for more mature compliance organizations, whether they 

are financial institutions or not. (For more information, please see the Whitepaper Cross-Border 

Investigations: A new era of regulatory enforcement co-published by Freshfields Bruckhaus Deringer 

and BCG, March 2021.)

Besides industry and jurisdiction, the degree of TOM maturity also influences the perception of the 

importance of individual risks within the ESG universe. Hence, executives should focus on what they 

can control, namely strengthening their TOMs. 
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STRONG COMPLIANCE GENERATES RESILIENCE

Our survey shows that risks relating to COVID-19 will continue to stay at the top of corporate agendas for 

the foreseeable future, among Leaders and Starters alike. Still, there are different views on how COVID-

related compliance risks have been addressed. Some 87% of Leaders say they have managed COVID-related 

compliance as well as they could have, while just 59% of Starters express the same sentiment. Leaders 

outperform in terms of resilience, and have addressed adversity, such as the impacts of the COVID 

pandemic, significantly better compared than Starters.Leaders’ ability to weather storms should not come 

as a surprise. By virtue of their established TOMs, they are naturally better equipped and more resilient. 

Starters, conversely, have been primarily preoccupied over the past year with safeguarding the health of 

their employees and customers, and with managing the shift to home working. In other words, they have 

prioritized the essentials. The key mark of superior crisis management is the ability to address multiple 

issues in parallel, rather than having to prioritize based on limited resources and capabilities. This reality 

played out in Leaders’ ongoing business activities, monitoring, data security and encryption, and risk 

assessments, as well as attention to employee health and customer satisfaction. These successes may in 

the future serve to widen the gap between leaders and starters. Companies that want to build resilience 

should therefore seek to develop their compliance TOMs.

Figure 7: Most relevant Covid-19 related compliance risks tackled by organizations
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Companies with very strong Compliance TOMs ('Leaders') are more resilient in crises.

 History shows that Leaders’ seats at the top table are not guaranteed. Starters, meanwhile, are 

not necessarily destined to remain in their lagging positions. A key question for decision makers, 

therefore, is how best to influence the outcome?

FROM STARTER TO LEADER

Four key elements are instrumental in making the transition from Starter to Leader:

Build a solid TOM: The key to successful compliance management is a solid TOM. As a first step, 

decision makers at Starters should focus on the most important elements of the TOM, and on getting the 

foundations right. These include a clear strategy, adequate risk management with clearly defined corporate 

risk landscape and respective risk management processes, and a strong three LoD framework. Once these 

are established, they should move forward incrementally to put in place the remaining pieces of the jigsaw.

Find the right balance of digital processes: Starters need to focus on digitization. However, there 

is also danger in over-commitment, which may lead to digital indigestion. They should therefore strive 

to align the digitization process with functional TOM development. A few lighthouse initiatives for a 

targeted push on the most critical TOM elements, such as three LoD model and risk management 

processes, may allow them to achieve added value amid the operational complexity.

Secure resources. Excellent compliance management requires skills, budget, and human resources, 

and these should be put in place as a priority.

Shape attitudes. Organizational change is always predicated on cultural change. Nearly two thirds of 

respondents say a realistic appraisal of their weaknesses and a willingness to adjust are as important 

as skills development, and probably more important than financial resources.

Navigate the tide: potential for development
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ALTERNATIVE APPROACHES: Systematic builder or digital accelerator

The most natural approach to compliance enhancement is incremental and organic. 

However, other options may work in specific circumstances. These are based on either a 

systematic approach or digital acceleration.

 Systematic builder. Given the many complexities associated with digital transformation, 

it may make sense for many companies to prioritize TOM development as a first step. 

This will make the transition simpler and easier to manage. Once the organization has 

sufficient compliance capabilities in place and has made progress on TOM enhancement, 

it can then move on to digitization. 

 Digital accelerator. In some cases, barriers to digital adoption may be lower than 

average. In this scenario, a reliable approach is to focus initially on a few no-regret ideas 

such as the digitization of the third party risk management process, before rolling out a more 

comprehensive transformation. This will ensure the necessary expertise and experience 

(e.g., talent attraction, vendor selection, and risk management capabilities) are in place.

HOW LEADERS CAN STAY AHEAD OF THE GAME

In a dynamic regulatory environment, leaders cannot afford periods of inaction. Four levers can ensure 

they remain ahead of the curve.

Advance the TOM. Our survey reveals that even leaders are relatively weak in some aspects of 

compliance management. Highlighted aspects include three LoD frameworks, training, and data 

management. Other areas seen as needing improvement include talent strategy and encouraging 

a culture of speaking up. Leaders should see TOMs as opportunities for evolution rather than rigid 

frameworks, and should undertake regular health checks in a cycle of continuous improvement.

Stay ambitious. Where the basic elements are in place and working effectively, Leaders can benefit 

from “soft” factors such as harmonization across the whole company, and internal recognition of the 

value delivered by compliance. These elements can increase effectiveness and secure buy-in from the 

first LoD in particular.

Keep going on digital. Digitization is a process rather than an event. Leaders should adopt agile 

principles to ensure continuous development and delivery, ensuring that digital solutions stay aligned 

with business priorities.

Broaden your horizons. As any asset manager will testify, past performance is no guarantee of future 

returns. Equally, compliance maturity is not a static quality. Leaders should prioritize market research, 

innovation, and data science, and thereby aim to address regulatory and market changes proactively. 

It may make sense to make a concerted effort on specific focus areas, such as ESG, ensuring that 

they have the appropriate taxonomy, measures and controls in place, and a purpose-driven culture of 

integrity. Through these kinds of initiatives, Leaders are more likely to be able to shape the agenda 

and create a sustainable advantage.

Whether Starter, Systematic Builder, Digital Accelerator or Leader, the benefits of continuous 

improvement include increased process efficiency, excellence in compliance management, a best-in 

class user experience, and reduced business risks. Compliance will also be more broadly implemented. 

An enhanced TOM will position the compliance function as a contributor of strategic value, and as a 

trusted advisor to the business line.

Figure 8: Most relevant factors to improve your TOM
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Boston Consulting Group (BCG) partners with 
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BCG was the pioneer in business strategy when it 

was founded in 1963. Today, we work closely with 

clients to embrace a transformational approach 
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competitive advantage, and drive positive societal 

impact. Our diverse, global teams are passionate 

about unlocking potential and making change 

happen, delivering integrated solutions through 
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Whether you want to advance an idea, a capability, 

or the world at large, BCG is with you every step 

of the way. We excel in the business of human 

potential, and believe in its power to shape strategic, 

organizational, economic, and societal change. —

About BCG

If business leaders are to thrive in a challenging ESG, compliance and risk landscape, 

and become more resilient to crisis, they need to think ahead, and prepare for a dynamic 

future. Executives must continue to invest, ensuring they have the talent and skills they will 

need to tackle new risks and burgeoning regulatory obligations. The results of our survey 

show that work is required, even among the most advanced companies. Where budgets 

are tight, making the most of existing resources, including among senior management 

teams, will be vital.

Digital is key to improving effectiveness, efficiency, and user-centricity. However, as numerous 

failed transformations have shown, it is no simple task to integrate new systems and 

ensure they make a real difference to performance. Strategic acuity will be vital in making 

digital pay. In addition, the regulatory wave is only likely to intensify, and companies should 

expect increased scrutiny. Effective engagement with law makers will be helpful in meeting 

expectations and anticipating changes.

Finally, for Starters and Leaders alike, shifting expectations will mean that ESG, compliance 

and risk are set to become a much more visible and vital elements of the management toolkit. 

Successful functions will be those that we don’t hear about. Negative headlines, on the other 

hand, will suggest weaknesses that pose a significant threat to sustainable performance.
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