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Boston Consulting Group partners with leaders 
in business and society to tackle their most 
important challenges and capture their greatest 
opportunities. BCG was the pioneer in business 
strategy when it was founded in 1963. Today, 
we work closely with clients to embrace a 
transformational approach aimed at benefiting all 
stakeholders—empowering organizations to grow, 
build sustainable competitive advantage, and 
drive positive societal impact.

Our diverse, global teams bring deep industry and 
functional expertise and a range of perspectives 
that question the status quo and spark change. 
BCG delivers solutions through leading-edge 
management consulting, technology and design, 
and corporate and digital ventures. We work in a 
uniquely collaborative model across the firm and 
throughout all levels of the client organization, 
fueled by the goal of helping our clients thrive and 
enabling them to make the world a better place.
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B2B Marketing in a World  
Without Cookies

Yet marketers require customer data and identifiers for 
their digital marketing campaigns and inbound and 
outbound sales. A lack of such information could harm 
their company’s growth potential. In a recent survey by 
BCG and LinkedIn, 39% of marketers said that they were 
already seeing a negative impact on their marketing 
performance from the changes, and 56% expected to see 
detrimental impact over the coming year. (See “Our Survey 
Methodology.”) 

Making matters worse, less than 50% of our respondents 
said that their companies had made coordinated plans to 
adapt their customer-data strategy. In addition, a majority 
expressed confusion about the newly emerging technology 
landscape, the timing of the shift, and the actions they 
should take in response. 

Although the ultimate marketing landscape and solutions 
may be unclear, marketers should not wait for clarity be-
fore advancing their own capabilities. Instead, they should 
start looking immediately for ways to overcome the loss of 
third-party data access. First, they should seek new ways to 
gather and use first-party data. Second, they should invest 
in specific technologies to differentiate capabilities with the 
right account-based engagement (ABE) systems, which 
coordinate outreach to all client contacts. Third, they 
should initiate sweeping efforts to attract, retain, and train 
the necessary digital talent. 

Companies that delay will find their tardiness costly. In our 
experience, mature marketing organizations have in-
creased their sales by 18 percentage points, experienced 
29 percentage-point gains in cost savings, and seen double 
the market-share growth of less-mature organizations. B2B 
marketers are expected to boost their marketing spending 
by 10% to 15% a year for the next five years, so the finan-
cial benefits they may derive from accelerating their capa-
bility building are enormous. Businesses that wish to build 
sustained competitive advantage in a world without cook-
ies need to act now. 

A Sea Change Is Here

Companies that successfully acquire and use insights into 
customer needs can realize tremendous benefits—
targeting their marketing in a precise and customized way, 
supporting critical inbound and outbound go-to-market 
activities, improving customer experiences, and fueling 
revenue growth. 

A number of impending changes will significantly affect all 
elements of digital marketing—targeting, optimization, 
reporting, and measurement—and it is critical for market-
ers to understand what they are. For one thing, regulatory 
changes are limiting how companies can store, use, and 
sell data. And for another, platform policy changes from 
leading tech companies—in particular, Apple and Google— 
are hurting competition between platforms and strength-
ening incumbents as they jostle for competitive position. 

B2B marketers’ ability to acquire and use customer data is changing 
dramatically. Legislative data protections are growing, Apple has 
introduced new privacy features in iOS 14, and Google intends to 
eliminate internet cookies from its Chrome browser.

https://www.bcg.com/capabilities/marketing-sales/digital-marketing
https://www.bcg.com/publications/2020/from-abm-to-account-based-engagement
https://www.bcg.com/publications/2021/the-fast-track-to-digital-marketing-maturity
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BCG worked with LinkedIn in July 2021 to survey more 
than 100 senior marketing and IT executives based in 
North America across B2B and B2B2C businesses and B2C 
business models, each with revenues of at least $400 
million. We also interviewed 20 of those executives. Their 
businesses operate in the technology, media, telecom, 
health care, financial services, energy, industrial goods, 
professional services, travel, B2B retail, and premium 
consumer packaged goods industries.

We asked marketers in the survey to self-categorize as data 
rich (having access to first-person data from customers), 
data regulated (having access to first-person data from 
customers within structural limits, such as in the health 
care and financial services industries), or data challenged 
(having limited access to first-person data). 

Our purpose was to gain a broader understanding of 
business perspectives on data privacy, collection, and 
activation trends and of companies’ responses to those 
trends.

Our Survey Methodology
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Legislative Changes. New US legislation designed to 
protect consumer privacy is pending. This legislation fol-
lows on the heels of the California Consumer Privacy Act, 
which took effect in early 2020, and the 2018 General Data 
Protection Regulation in Europe, the world’s toughest 
privacy law, recently bolstered by an Austrian Data Protec-
tion Authority decision stating that Google Analytics vio-
lates the legislation. Both laws limit how companies can 
use and sell data, give consumers more information about 
the data that businesses collect, and give consumers the 
right to opt out of the sale of that data. Governments in 
other regions are bound to follow suit.

Apple iOS. With its rollout of iOS 14.5, Apple introduced 
the AppTrackingTransparency framework, which gives 
consumers the option of limiting access to identifiers for 
advertisers (IDFAs)—device identifiers that Apple assigns 
to each user’s phone to enable advertisers to track app 
downloads and usage and deliver cross-device marketing 
communications. 

Under this framework, advertisers must ask users for 
permission to track them across apps and websites owned 
by other companies. This type of tracking has traditionally 
been used for advertising purposes, and allowing consum-
ers to opt out of it will clearly reduce advertisers’ ability to 
target and measure their campaigns. Similar restrictions on 
IDFAs in Google’s ecosystems, including Android devices, 
may appear in the future. 

Cookie Deprecation. Apple’s Safari and Mozilla’s Firefox 
browsers have already eliminated third-party cookies, and 
Google has announced that it will deprecate third-party 
cookies from Chrome by 2023 (recently pushed back from 
2022)—a significant change, given that the Chrome brows-
er’s global market share exceeds 60%. A multitude of 
potential solutions may replace cookies or mitigate their 
loss, such as The Trade Desk’s UID 2.0 and Google’s Topics, 
which clusters people into groups with similar interests in 
order to protect their individual privacy. 

Our Marketing Survey 

To gain a broad understanding of the business perspective 
on these changes, we surveyed more than 100 senior 
marketing and IT executives across B2B and B2B2C busi-
nesses and B2C business models in North America and 
conducted interviews with 20 of those executives. 

We found that marketers, in aggregate, think that these 
changes are rapidly chipping away at their effectiveness. In 
fact, more than half of those surveyed—62%—believe that 
at least one-fifth of their data for targeted marketing is at 
risk. This risk is particularly acute for companies marketing 
to small-to-medium businesses. (See Exhibits 1 and 2.)

“We are already starting to see 30% declines  
in clicks for the same budget, so will start to  
shift budgets across partners, even as we  
continue testing.” 

— CMO of an enterprise tech company

Although the changes will cut across all industries, they 
will affect different marketers in different ways. Marketers 
whose companies tend to have a lot of data, such as 
e-commerce-led business models that collect transaction 
and purchasing data, do not expect to be affected to the 
same extent as others. 

In contrast, those working in fields that lack their own 
transaction data (for example, B2B2B or B2B2C models), 
anticipate that they will be harder hit as a result of losing 
access to a great deal of available third-party data. In re-
sponse, they will have to shift strategically to acquiring 
first-party data, determining its value, and using it to opti-
mize their marketing efforts and outcomes. 

Finally, marketers whose businesses work with regulated 
data, such as those in financial services and health care 
sectors, will be subject to closer scrutiny and heavier 
restrictions than others in their handling of the data they 
gather. But regardless of which category their business 
falls into, it is imperative for marketers to brace for the 
future. 
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CURRENT NEAR TERM

39%
of marketers are 
already seeing 

performance affected 
negatively

56%
expect 

declines over 
the coming 

year

Very significant
or significant
negative impact

Sources: BCG B2B Data Privacy Survey (N = 107); BCG analysis. 

Note: Question: “How much are the major data privacy, collection, and activation trends currently affecting and likely to affect your company in the 
future?” Answer options were “very significant negative impact,” “significant negative impact,” “neutral,” “significant positive impact,” and “very 
significant positive impact” over the periods “current,” “near-term (over the next year,” “mid-term (over the next one to three years),” and “longer-
term (greater than three years).” 

Exhibit 1 - Shifts in Data Privacy Trends Are Already Having a 
Negative Impact on Marketing Performance 

RESPONDENTS (%)

Conversion rates

Audience engagement

Audience reach

Return on advertising spending

Lead volume

Traffic growth

Customer aquisition

Lead quality

43

44

44

49

55

57

61

68

Negative impact
expected

Neutral or positive
impact expected

57

57

56

51

45

43

39

32

Sources: BCG B2B Data Privacy Survey (N = 107); BCG analysis.

Note: Lead volume = number of people willing to try a product or service; lead quality = likelihood that a lead will become a customer. List is 
not comprehensive. Question: “How do you expect your company’s performance to be affected over the next year by data privacy, collection, and 
activation trends?” Because of rounding, percentages may not add up to 100%.

Exhibit 2 - Advertising Returns, Lead Volume, and Reach Are Likely to 
Be Hardest Hit by Data Privacy Shifts



The ultimate marketing landscape 
may be uncertain, but marketers 
should not wait for clarity before 
advancing their own capabilities.
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Confusion and Concern Abound

Our survey also revealed that while marketers recognize 
that data-privacy changes are a critical issue, most are 
struggling to navigate the shifts. In fact, 60% of our respon-
dents registered a lack of clarity on the landscape of new 
technologies emerging to mitigate the negative effects of 
regulatory changes that address data privacy, collection, 
and activation issues, making it difficult for them to sepa-
rate fact from fiction. (See Exhibit 3.) In addition, 54% were 
unclear about how and when data privacy, collection, and 
activation policies would change—to the extent that many 
marketers are focusing either on Apple’s iOS and Google’s 
third-party cookie deprecation or on legislative changes, 
depending largely on their business model. 

It also became apparent in our discussions with B2B mar-
keters that although they understand the importance of 
addressing the challenges emerging along the end-to-end 
marketing value chain—from planning to activation to 
measurement—most do not yet have a robust plan of 
action in place. (See Exhibit 4.) Many are in the early stages 
of responding and have not yet begun to navigate the 
technological, cross-functional, and change-management 
complexity coming down the road. There is no shortage of 
new solutions on offer in this space, but parsing out what 
can truly add value is a challenge, and many marketers are 
looking for more support from partners, including technol-
ogy vendors. 

Many B2B marketers in our research expressed not only 
uncertainty and confusion about the changes, but also 
more specific concerns about their own ability to handle 
and measure the new landscape and to hire the talent for it. 

Inadequate Technology Stack. Interestingly, one of the 
most common themes we found in our research was mar-
keters’ concern that, even if they gain access to the neces-
sary data, their underlying marketing technology stack will 
be unable to catalog, store, and use the data in line with 
increasingly stringent data-privacy regulations. More than 
three-quarters of our survey respondents named this as 
their greatest challenge. In particular, they expressed con-
cern about having the necessary account-based marketing 
(ABM) or ABE systems and accompanying customer-data 
platforms (CDP). 

Measurement Challenges. Another leading concern 
involved measuring the true impact of marketing efforts. 
Our respondents wondered whether common metrics and 
targets would hold up in the future world of identifiers. 
When working with large accounts, they may find that their 
growing reliance on first-party data will help them track 
specific customers and improve their measurement of 
customer responses. In many B2B contexts, however, 
tracking and measuring accounts in the “long tail” will 
create tremendous challenges. Attribution systems tied to 
cookies will naturally be threatened, and using marketing-
mix models may cause difficulties for B2B marketers (as it 
has in the past), given the fact that B2B purchasing cycles 
often exceed six months. 

“Going forward, we expect to see a decrease in 
targeting effectiveness of 15% to 30%.”

— VP of marketing at a US financial services  
institution

Talent Gaps. Survey respondents also cited attracting, 
retaining, and training the necessary digital talent as a key 
challenge. Finding suitable talent is a perennial issue, but 
it is particularly acute here, given the general lack of avail-
able expertise in digital advertising fundamentals, not to 
mention the need to manage the customer data-and-
identifier changes coming down the road. Such expertise 
will be essential not only for marketing in a cookieless 
world, but for realizing the full benefits of AI and automa-
tion, which will be increasingly important to marketing 
success in the future. Moreover, this talent gap persists 
across both senior- and junior-level teams at organizations. 
In fact, nearly three-quarters of those surveyed highlighted 
their teams’ need to develop new skills in data, analytics, 
and technology if the business is to realize its full potential. 

Given the number of challenges, any solution must be 
multipronged. However, companies that invest in a multi-
pronged response should see huge benefits. 

“I feel like I’m trying to build a house on quicksand 
with all of the changes to data privacy.”

— CMO of a small-to-medium US software company
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RESPONDENTS (%)TOP TEN AREAS IN WHICH MANAGING A RESPONSE IS SEEN AS A SIGNIFICANT RISK

Lack of clarity on landscape of new tech emerging to mitigate changes

Lack of ability to separate fact from fiction

Lack of clarity on how and when changes will happen

Magnitude of the change required is overwhelming

Lack of clarity on what individual platforms are doing in response

Insufficient people, skills, and budget provided to make it happen

Priorities or plan not clearly identified

Lack of clarity on overall financial impact of data privacy shifts

Lack of senior executive support, alignment, or understanding

Insufficient support from advertising solution vendors

1

2

3

4

5

6

7

8

9

10

60

60

54

51

49

48

46

45

39

33

If we were to use Google Sandbox 
Topic, we’d need to know what's 
in the black box to ensure we’re 
compliant—and Google doesn’t 
seem open to sharing.

SENIOR MARKETING EXECUTIVE

The identity wars are happening 
now. Everyone claims to have a 
solution, but it’s not clear if they 
will actually work and how it 
will play out.

SENIOR MARKETING EXECUTIVE

Sources: BCG B2B Data Privacy Survey (N = 107); BCG analysis.

Note: Question: “What are the major risks you observe in your company’s ability to implement its response plan to these trends?” Respondents were 
asked to select as many areas as were applicable.

Exhibit 3 - 60% of Respondents See Significant Risk in Navigating the 
New Tech Landscape and Separating Fact from Fiction

41%
believe their company 

is reimagining 
approaches to 

digital data

43%
believe their 
company has 

an overall 
data plan

Sources: BCG B2B Data Privacy Survey (N = 107); BCG analysis. 

Note: Question: “How strongly do you agree or disagree with the following statements as they relate to your company’s plan to address data privacy, 
collection, and activation trends?” Answer options included “shift measurement approaches,” “people and process changes,” “new models for 
working with agencies,” “reimagine our data approach,” “media planning and optimization strategies,” “shift technology investments,” and “overall 
data plan.”

Exhibit 4 - Less Than 50% of Respondents Agree That Their Company 
Has Plans to Address Key Elements of the Data Privacy Issue
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Create a Plan—and Put It into Action 

Responding appropriately to changes that are coming from 
all angles in real time is critical. (See Exhibit 5.) In that 
context, marketers need to develop strategies that can 
hold up under many possible scenarios. We therefore 
recommend the following seven timeless actions. These do 
not depend on any specific shift, but instead optimize the 
business’s entire marketing approach. 

Invest in first-party data. Marketers have relied heavily 
on the cookie. In fact, for many of them, the cookie be-
came a crutch. Now B2B marketers must find new ways to 
acquire, maintain, and use first-party proprietary data—
information that only the marketer and the company could 
possibly know about their customers—to create value for 
both the business and the customer. 

For instance, some SaaS tech vendors offer promotional 
credits in exchange for a customer’s contact information. 
And some health care businesses combine first-party data 
with AI-based approaches to determine the best timing 
and content for outreach to customers and to provide 
better treatment options. One health care leader improved 
its ROI by more than 30% by increasing its use of first-party 
data and advanced analytics to inform its outbound mar-
keting. Its heightened use of first-party data came in direct 
response to the deprecation of value from third-party data.

To optimize this approach, marketers should determine 
the value of each type of data they want and the cost of 
acquiring it, so that they can prioritize their investments. 
They should then unify each customer’s data into a single 
ID and build out a 360-degree customer model that looks 
at all customer touch points. We recommend working 
through a clean room (a secure data environment) and 
using other protections to safeguard data and ensure that 
the company maintains customers’ privacy and trust. 

RESPONDENTS (%)

Tech: Investing in marketing platforms 32

Important role

Critical role

49

Data: First-party acquisition 4634

Measurement: Marketing-mix modeling 3836

People: New skill sets (e.g., digital data) 3143

Measurement: Multitouch attribution modeling 3137

Measurement: A/B testing for incrementality 4126

People: New marketing and sales models 2838

Measurement: Customer research and surveys 2442

Technology: Investing in ad platforms (e.g., DSP) 2041

Agency: Support for strategy and execution 2237

Media: Publisher direct buying 1937

Data: Partnerships for clean rooms 1238

Media: Walled gardens for first-party targeting 1335

Sources: BCG B2B Data Privacy Survey (N = 107); BCG analysis.

Note: DSP = digital signal processors. Question: “What role do the following tactics play in your company’s response to these trends?” Responses 
shown exclude percentages for “Relevant, but not that important”; “Not relevant, unlikely to be a component of response”; and “No opinion.”

Exhibit 5 - Companies Are Renewing Their Focus on Marketing Tech, 
First-Party Data Strategies, and Measurement



Many marketers are looking for 
support from partners, including 
technology vendors, in parsing out 
what can truly add value.
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Build advanced analytics—and use them wisely. New 
analytical capabilities can accelerate and improve the use 
of first-, second-, and third-party data. However, marketers 
should not rely entirely on algorithms. Because modern 
marketers have access to historically unavailable data, 
they are in a position to offer a unique combination of 
customer data and business knowledge, generating better 
outcomes than algorithms alone can deliver. In addition, 
they can and should inform all parts of the marketing, 
sales, and product value chain with real-time data feeds 
and decision making. 

For example, an industrials business employed advanced 
analytics and AI to market to customers solely on the basis 
of contextual first-party data such as customer location, 
season, and past purchases. This information, uniquely 
known to the company and independent of the limits on 
identifiers and internet cookies, enabled the business to 
target very specific customer segments and increase its 
ROI by 20%. 

Create partnerships. Marketers should look for opportu-
nities to create a mutual value exchange with partners in 
order to accelerate data capture. For instance, they should 
boost their partnerships with second-party data providers 
and secure clean-room environments. And they should 
work closely with platforms that have useful data for influ-
encing their target audiences or can support qualified lead 
generation.

When a financial- and HR-services leader expanded its mix 
of data partners to include social media platforms, it found 
that it could create new lead generation at half of the previ-
ous cost. By emphasizing early and frequent interaction 
between marketing leadership and IT, legal, and compli-
ance teams, it accomplished this is a privacy-friendly way.

Evolve measurement and attribution. Marketers can 
create value by building measurement tools that are inde-
pendent of privacy-restricted data and instead measure the 
incremental business impact of their marketing efforts. 
This approach will move them away from traditional digital 
measurement tools that rely excessively on cookies and 
identifiers, such as last-touch attribution and multitouch 
attribution models. In their place, marketers can develop a 
more integrated toolkit that triangulates value across 
multiple dimensions. The tools will accelerate the use of 
marketing experiments, such as matched-market method-
ologies (which enable users to measure changes in busi-
ness outcomes in different markets in response to changes 
in marketing treatments) and advanced marketing-mix 
models that employ granular customer insights and mar-
keting activity data to predict business outcomes. 

One enterprise technology business increased its use of 
ABM solutions by using advanced AI to reconfigure its lead 
scoring (the way it ranked the sales readiness of each 
lead). This allowed the company to improve its routing of 
incoming marketing-qualified leads across digital represen-
tatives, account executives, and nurture-based campaigns 
(using extended outreach to grow the customer relation-
ship). As a result, its pass rate from marketing-qualified to 
sales-qualified lead improved by 100%. 

Reduce risk in technology investments, and focus on 
durability. Today’s tectonic shifts offer a unique moment 
for marketers and technology leaders to assess their exist-
ing technology stack and evaluate the parts that are resil-
ient to future privacy changes and add value for customers. 
As they do so, they should acknowledge the uncertain 
future of technology that relies on cookies, such as data-
management platforms, multitouch attribution tools, and 
retargeting platforms, and assess other offerings, such as 
contextual targeting. 

They should also assess the current slate of MarTech and 
AdTech vendors for durability and be wary of new, poten-
tially unsustainable innovations such as fingerprinting 
technology. And they should ensure that their approach to 
assessing prospective third-party vendors includes a risk 
assessment of the future viability of their technologies in 
an enhanced-privacy and cookieless world. 

https://www.bcg.com/publications/2019/marketing-measurement-done-right
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RESPONDENTS (%)

0%–9%
10%–19%
20%–29%
30%–39%
40%–49%

CMO CDO CIO/CTO CEO CPO CCO/CRO CFO

49 40 34 15 11 6 7 2

31 17 33 18 19 15 18 5

1 6 5 5 17 17 17 43

13 17 19 32 38 35 25 32

5 21 10 30 16 28 34 18

Technology 
platform
partners

Primary decision
maker

Secondary decision
maker

Information or
input provider

Influencer or
stakeholder

No role or
limited role

The CEO, CPO, CFO, and 
CCO/CRO are often key 
influencers

Tech partners also play 
significant roles as information 

providers and influencers

Sources: BCG B2B Data Privacy Survey (N = 107); BCG analysis. 

Note: CMO = chief marketing officer; CDO = chief data officer; CPO = chief people officer; CCO/CRO = chief compliance officer/chief risk officer. 
Question: “Who is involved in making and supporting decisions for your company’s data strategy to address these trends, and what is their role?” 
Because of rounding, percentages in a given column may not add up to 100%.

Exhibit 6 - Companies’ Consumer Data Strategies Need Support from 
Key C-Suite Influencers and Tech Partners

Achieve cross-functional agreement. Now is not the 
time to build a solution in a marketing bubble. Marketers 
must coordinate their plans with the C-suite. A successful 
plan requires significant cross-functional input from the 
CMO and other C-level executives, with the CMO, in partic-
ular, playing an essential role in creating a bridge between 
collecting consumer data and maintaining consumer trust. 
(See Exhibit 6.) In addition, businesses must hire and train 
employees with the analytic capabilities and skill sets 
necessary to execute the new data-driven strategies. 

Advance collaborative learning. Businesses should 
support and accelerate collaborative learning across the 
C-suite through internal teams and trusted partners, creat-
ing a shared knowledge base on the fundamentals of the 
data opportunity. Participants should work together to 
establish a cross-functional team to evaluate available 
technology, launch pilots to assess new partners and iden-
tity solutions, and research potential big bets, such as on 
new technologies for data collection and storage, new 
data-capture strategies, or third-party vendor partnerships. 
And they should set technology and data acceleration as 
regular topics at C-level leadership meetings. 

Marketers are faced not only with great risks to avoid, 
but also with tremendous value to be gained in find-

ing and implementing an optimal response to this new 
data environment. Those who invest in a first-party data 
strategy, adopt advanced analytics, create essential new 
partnerships, evolve their measurement tools and tech
nology stack, build cross-functional teams, and generate 
collaborative learning will have no regrets as the sea 
change in data privacy continues. 
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