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AT A GLANCE
Banks can be first movers in cryptocurrencies. Bitcoin, Ethereum, Litecoin, and
others—along with underlying blockchain technology—may outperform conventional banking products.
Continuing the Momentum
There is new interest from professional fund managers and institutional investors.
Novel investment vehicles include ICOs, VC funds, and currency-trading services.
Finding New Opportunities
Banks are well trusted to protect customer assets. Their many possible offerings
include currency-trading services, digital asset custodial services, crypto-enabled
digital transactions, and investment facilitation. Digitally oriented banking customers are beginning to demand these and other new services.
Mitigating the Risks
Banks have reason to be cautious. But they have many emerging resources to
ensure that cryptocurrency-based transactions are safe and legal: know your
transaction (KYT) mechanisms, structured regulatory-compliance practices, and
custodian services that help customers monitor and protect their assets.
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B

e prepared for a major transition in banking during the early 2020s: it’s time
to adopt cryptocurrencies. Retail-banking clients and institutional investors are
expressing increased interest in this financial vehicle and in the distributed-ledger
technology (DLT) that underlies it: particularly innovations such as blockchain.
Indeed, some investors, fintechs, and venture capital funds are beginning to make
a sustained commitment to cryptocurrency, regarding it as the future of money.
Banks can no longer afford to ignore this opportunity.
Of course, they have reason to be cautious. Some financial services leaders remain
skeptical of the value that cryptocurrency has as an asset class, and individual cryptocurrencies have lost market capitalization at times (including this year). During
the COVID-19 crisis, cryptocurrencies have experienced volatility, and their reputation has been tarnished by the association of Bitcoin, the most prominent cryptocurrency, with criminal acts such as the Twitter hack of July 2020.
Nonetheless, cryptocurrencies are a vehicle with great prospects. They have the potential to outperform conventional banking products while offering greater efficiency, less bureaucracy, and more transparency.
Many industry observers have been aware of the opportunities for some time. As
far back as 2012, for example, American Banker writer Jeremy Quittner proposed
that banks launch a variety of cryptocurrency offerings: processing payments,
providing escrow services, facilitating international cash transactions, helping
customers exchange their money for bitcoins, and even making loans in the
currency.
Nonetheless, only recently have some banks and financial services institutions
begun to build and launch their own entries in the ever-maturing blockchain ecosystem. In 2019, for example, JPMorgan Chase introduced JPM Coin, its own cryptocurrency, which it uses primarily for funds transfers and faster transaction settlements among clients. Morgan Stanley has offered blockchain-based investment
products since 2018. Goldman Sachs introduced a new leader for oversight of digital assets in recent months, an indication that it expects activity to increase. More
than 100 banks have tested instant payments with the use of the cryptocurrency
Ripple. The European Central Bank has set up a task force to explore offering a
digital euro, “not because we want to keep up with fashionable trends,” says ECB
executive board member Yves Mersch, “but because we have to be ready.” Central
banks in China, Sweden, and the UK have indicated interest in cryptocurrencies
as well.
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Technology companies are also seeking to use cryptocurrencies and similar instruments to gain advantage in the financial services marketplace. One prominent example is the Libra Association’s Libra system: a global payment settlement mechanism
that promises to reduce volatility and transaction costs to nearly zero. This effort has
been scaled back and delayed, but plans to launch the system remain intact.
Despite all this activity, many banking leaders are still uncertain about how best to
use these currencies, how to avoid the challenges associated with them, how to
manage transactions into and out of fiat (government-issued) currency, and what
safeguards and guidelines to follow. Fortunately, the path forward is becoming increasingly clear as the industry learns from its practices and as regulators and banking leaders adjust to the new realities. And banks still have time to differentiate
themselves in this domain and act as first movers in their regions. Financial institutions that educate themselves now, and introduce well-designed experiments and
offerings, will be in a good position to lead the industry in their regions or even
worldwide.

Crypto’s Continuing Momentum
Because press reports and commentaries about cryptocurrency vary from wildly
enthusiastic to highly pessimistic, it is important for bankers to take stock of the
actual trends in the field. The most prominent cryptocurrency, Bitcoin, is a highly
speculative investment. It fell by more than 75% from its peak in December 2017
but has since regained a third of those losses. (See Exhibit 1.)
The continuing momentum in cryptocurrency is clear from the pace of investments
by institutional investors, venture capital firms, and private equity funds. Invested
capital per deal has risen from about $5 million in 2015 to almost $20 million

Exhibit 1 | The Bitcoin Price Index, 2012–2020
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during the first two quarters of 2020, much greater than investments per deal in the
first half of the previous year. This year’s total invested capital looks like it will be
close to that of 2018, which was a peak year. (See Exhibit 2.)
Several factors explain the growth. First, investors are responding to the general
professionalization of the cryptocurrency industry. The growth in average capital
invested per deal is an indicator of this.
Second, new investment vehicles are available. These include recently introduced
startup currencies, such as the initial coin offerings (ICOs) that are sometimes used
to launch new ventures and the treatment of which varies considerably from jurisdiction to jurisdiction. They also include illiquid funds with venture capital features,
highly liquid hedge funds, and market-based investment opportunities. Because
regulators and large retail banks have gotten involved, these options are seen as
safer than they were a few years ago.
A third factor is increased familiarity with other blockchain applications like smart
contracting, settlement processes, and some investment vehicles for capital markets. This bolsters investors’ confidence in crypto offerings, for themselves and their
clients.
Finally, because the gains and losses in this asset class do not always correlate with
the stock market, crypto investment is sometimes seen as a diversification play. A
more established market structure for institutional trading in cryptocurrency is thus
beginning to take shape. (See Exhibit 3.) Other than some investors, most of the
companies involved in cryptocurrency tend to be young: less than two or three
years old. But many will participate in the digital ecosystems, just emerging now,
that will most likely facilitate cryptocurrency-related activity in the future.

Exhibit 2 | Investments in Cryptocurrency Companies Driven by Institutional Investors
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Exhibit 3 | The Emerging Market Structure for Cryptocurrency Trading
Initiators of
new currencies

Financerelated
enterprises

Private and
institutional investors

Registered independent advisors, hedge funds, fund managers
Andreessen Horowitz, Pantera, Ceyuan Ventures, IDG Capital, etc.

Broker-dealers

Firms that execute investments in cryptocurrencies
Fidelity Digital Assets, CoinFlow, GSR, Pulsar, Akuna Capital, etc.

Trading centers

Index providers, exchanges, and clearing houses
Bitstamp, Seed CX, B2BX Exchange, Kraken, etc.

Transaction infrastructure

Providers of
enabling
technology

Mining pools and initial coin oﬀerings (ICOs)
Dogecoin, Litecoin, Peercoin, Ripple, etc.

Analytics infrastructure
Storage technology

Banks and other ﬁrms oﬀering cryptocurrency exchange processing
Seba, Paxos, Ally, etc.
Providers of data management and tracking technology
Avelacom, Caspian, Omniex, TradeBlock, etc.
Providers of wallets, custodian services, and security services
Binance, Coinbase, itBit, Trezor, Loopring, BitGo, Bakkt, etc.

Source: BCG analysis.

The Right Mix of Crypto Offerings

Time may be running out for banks to avoid being disrupted by cryptocurrency-oriented competitors. Challengers from the technology industry are moving in rapidly.
As Bank of England deputy governor Sir Jon Cunliffe warned in a speech on February
28, 2020, these new offerings could draw away so much capital from current accounts
that banks could have difficulty lending. “It could become mainstream,” he said, “for
people to move from holding all or much of the money now in ‘current accounts’ at
banks to holding it in ‘stablecoin’ in virtual ‘wallets’ provided by non-banks.”
Nonetheless, both large and regional banks still have a chance to enter this field,
gain a first-mover advantage, and win the expansive margins that come with any
differentiated and profitable offering. Because of their track records in protecting
their customers’ assets, these banks are often well trusted. Cryptocurrencies can
help them boost their competitiveness in today’s increasingly digital business environment. The first step is to raise their own awareness: to explore how cryptocurrencies can help them attract new clients and prevent their existing clients from
migrating away. (For an overview of this new asset class and related technologies,
see the sidebar, “A Quick Introduction to Cryptocurrencies.”)
Banks have many possibilities and business use cases to choose from as they enter
this market, involving the currencies themselves, the underlying distributed-ledger
technologies (DLTs), or both. In the currency domain, they can help startup ventures bypass the ordinary capital markets through ICOs, where the coin offering becomes the primary vehicle for funding the new enterprise. Banks and investment
firms can help customers invest directly in cryptocurrencies, steering them toward
the relatively few offerings that are likely to succeed (by attracting enough customers to become hubs of activity). For sophisticated customers, one option is tokeniza-
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A QUICK INTRODUCTION TO CRYPTOCURRENCIES
Cryptocurrencies, which emerged after
the 2008 financial crisis, are a new
generation of decentralized, digital
currency. During the past few years,
they have gained popularity and press
attention, along with some skepticism.
As of January 2020, over 5,000 cryptocurrencies were listed on online exchanges.
Because the underlying technology—involving encryption and blockchain-based
digital ledgers—is still evolving, cryptocurrencies are just beginning to demonstrate their impact on financial transactions and capital markets.
Bitcoin, the first cryptocurrency, has
the largest market capitalization, at
$249 billion in early 2020; it was released in 2008 by a still-anonymous
technologist who uses the pseudonym
Satoshi Nakamoto.
The second-largest cryptocurrency is
Ethereum, which went live in 2015 on an
open-source platform. It was initially
funded through a crowdsourcing
initiative and distinguished by its
innovations in distributed computing,
native tokens, smart contracts, and other
decentralized applications.
The underlying technical structure of a
cryptocurrency is a system for recording
transactions automatically in a distributed digital ledger, called distributed-ledger
technology (DLT), the token associated
therewith. This makes it a tamperproof,
continually growing database that does
not need oversight by a bank, regulatory
agency, or other central authority. The
more owners there are, the more nodes
hold parts of the database—and thus
the safer and more stable the system is.
These nodes, often called wallets, use
public and private keys that are linked
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mathematically. The public key acts as
an anonymous but unique ID, similar to
a bank account number. The private key
is typically kept secret, like a bank
account PIN. The database tracks each
exchange of bitcoins among wallets,
using private-key validation to ensure
their integrity. Every transaction includes
a “checksum,” a mathematically
calculated tag that incorporates a time
stamp and proof of value, along with
data from previous transactions.
As demand for a currency increases,
computers in its network create new
blocks through calculation processes
called mining. These tend to require
intensive computer power, a limitation
on mining that allows the cryptocurrency
to grow while sustaining its value. The
system is trusted because counterfeiting
or tampering would require creating new
blocks at a higher rate than the entire
mining network could manage.
Most cryptocurrencies are dedicated to
specialized financial applications, such
as clearing and settlement, securities
issuances, payment, trade finance, and
digital identity. Noncommercial use
cases include creating financial avenues
for the world’s most impoverished
people and preventing voter fraud.
Cryptocurrencies can also be differentiated by the way they deploy the underlying
blockchain technology. For example, rather than employing a proof-of-work model
that relies on solving mathematical
problems, some cryptocurrencies grow
through a consensus model, adding
blocks when participants agree it is time.
These features and prospects led a rising
number of banks and financial institutions to adopt use cases for cryptocurrency; every banker needs to be aware of the
opportunities associated with them.
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tion investments, which are a cryptocurrency-based analog to securitization, bringing a variety of investments together in tranches.
Banks can also provide currency-trading services (for example, in bitcoins or digital
euros if they are offered) and crypto-enabled digital payments and transactions.
These coin swaps can be offered through three types of exchanges: central-bank
digital currencies (CBDCs) issued from national financial authorities, private
blockchain-based currencies from a bank or company, and network-issued currencies, such as Bitcoin or Litecoin, with a public blockchain.
As for deploying DLTs, banks can do this for either front- or back-office operations.
They can offer real estate investments in which the blockchain technology makes
the transactions more trustworthy. Crypto or blockchain technologies can be used
to set up smart-contract offerings, with automated time stamps, updates, and verification of milestones.
To some extent, bankers should take a cue from their clients and customers, who
are moving rapidly to advance in the most relevant directions and may request
crypto-oriented services from their banks. Large investors may be interested in
crypto-based growth assets or in having their banks offer transaction-monitoring
services based on DLTs. Venture capital funds tend to favor designated crypto funds
and other vehicles for raising capital for startup investments, while retail clients
may be looking for rapid-growth investments to diversify their portfolios.
One promising approach is to integrate cryptocurrency with established payment
platforms or other existing offerings. The UK-based fintech startup Revolut does
this with its money transfer options. When people post a money transfer transaction, they are asked if they want it sent in pounds, dollars, euros, or one of five
cryptocurrencies, which are stored in a pooled wallet. Those who choose cryptocurrencies may want to add to this part of their portfolio or may be preparing for
other crypto transactions coming up in the near future. Customer fees take the
value of this convenience into account. Other retail banks could take the same
approach to integrating cryptocurrency into their existing products and services.

Mitigating Risk
When offering products in this fast-developing sector, banks need to protect themselves and their customers against the risks that such new technology can bring.
In March 2019, the Basel Committee on Banking Supervision stated that cryptorelated assets “do not reliably provide the standard functions of money and are
unsafe to rely on as a medium of exchange or store of value.” It suggested that four
practices are essential with any offering: due diligence on each cryptocurrency
offered to customers, an internal governance and risk management framework,
disclosure of all related activities in financial statements, and an appropriate
dialogue with regulatory supervisors.
All these practices are significant, and due diligence is particularly important. Some
cryptocurrency offerings have been associated in the past with “dark money” trans-
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actions: illicit trade and criminal activities, including ransom and extortion payments. In a few publicly identified cases, terrorist groups financed themselves with
cryptocurrency. Tax evasion also remains a concern, and classification is difficult in
some jurisdictions where regulators have not determined consistently whether to
treat cryptocurrencies as assets, currencies, securities, or commodities.
In practicing due diligence of this sort, banks can rely on three types of solutions:
know your transaction (KYT), structured regulatory compliance (SRC), and custodian services. (See Exhibit 4.) These can be outsourced, but banks may benefit from
bringing them in-house and making them substantial parts of the institution’s own
crypto service chain. Together, these three solutions can build trust and address
most concerns. They do not always need to be handled separately by each bank.
Ultimately, the financial services industry will probably establish practices and platforms that embed these safeguards into every credible cryptocurrency offering.

KYT: Beyond Customer Verification

Verification has long been an issue for cryptocurrencies because of the standard
way that banks establish trustworthiness. When they bring a new client onboard,
they rely on know your customer (KYC) verification, which regulators have required for many larger exchanges for at least a year. This might involve government identification, proof of employment, reliable collateral, and credit references.
But KYC is a check only on the customer and not on the transaction, so it may not
detect all cases of counterfeiting and money laundering. Some smaller exchanges
do not use KYC, and it generally applies just to retail customers. The task of tracing
any transaction back to the original source is often too onerous and costly for
banks, especially at scale. As a result, counterfeiting and money laundering frequently go undetected.
But the blockchain technology enables KYT, which can be used to easily track almost all transactions back to their sources. (See Exhibit 5.) The digital ledger auto-

Exhibit 4 | Solutions for Cryptocurrency Due Diligence
Know your transaction
(KYT) services
• Track origins of transactions using
blockchain technologies
• Remove much of the concern
about dark money and laundering

Structured regulatory
compliance (SRC) practices
• Manage the diverse array of
regulators and authorities across
many regions
• Provide a common diagnostic
and priorities so that banks can
have uniform risk policies

Due
diligence
by banks

Innovation of
custodian services
• Monitor and protect
cryptocurrency assets for
customers and banks
• Create opportunities for
bank revenues and improved
customer service

Source: BCG analysis.
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matically stores the complete history of currency exchanges and payments, in a
distributed record that cannot be faked or tampered with in any way. Moreover,
the KYT process can include analytics that recognize patterns of behavior associated in the past with criminal activity and set off alarm bells when those patterns
occur.
To be sure, the technology will not solve all verification problems or address the
risks associated with cryptocurrencies, but as Bank for International Settlements
(BIS) economist Raphael Auer notes, “It might open up new ways of supervising
these risks.” In a 2019 BIS working paper, Auer proposed a concept called “embedded supervision,” in which digital ledgers are continually monitored for
transgressions. In other words, rather than fitting new crypto offerings into established regulatory-compliance practices, technologies are put in place to track and
reveal problems as they occur.
KYT does not replace KYC; they complement one another. Exchanges and banks
can use them together in order to establish a scoring system, ranking potential
customers according to (for example) the reputation of transaction partners or
the timing as well as the geographic location of particular transactions. In this
way, KYT could enable banks to meet their anti-money-laundering and financialcrime compliance obligations while increasing customer trust. Strong KYT programs might also make banks more willing to process transactions that would
otherwise be prohibited by their internal policies. That would encourage customers to keep their business with the bank, rather than taking it to competitors.
In addition, banks often need to conduct further rigorous analysis of the sources of
transaction records, a process called know your data (KYD).

Exhibit 5 | KYT Checkpoints for Establishing Trust in Transactions
Established
bank
Alternative bank
(with lower anti-moneylaundering requirements)

KYT

KYT

In active know your transaction (KYT)
programs:
• Public blockchains provide full transparency
for all former transactions
• Crypto exchanges could establish a scoring
system, using diﬀerent variables to rank
customers

KYT

Customer’s
cryptocurrency
wallet

KYT

Trusted crypto
exchange

(because of its KYT program)

KYT

Other crypto
exchanges

Fiat (government-backed) currency transaction
Cryptocurrency transaction
KYT

KYT checkpoint, where transfer may be prevented

Source: BCG analysis.
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Together, KYT, KYC, and KYD can be used in several ways:

••

To verify transactions on exchanges or broker platforms, which do not write
every transaction directly to the blockchain network

••

To trace transactions from services with non-blockchain-based origins (for
example, with fiat currencies)

••

To track transactions where part of the sale occurs offline, as in a face-to-face
handoff

••

To validate data from experimental cryptocurrencies where, by design, some
transactions are not automatically traced

The most prominent
cryptocurrency
regulators in Europe
and the US have
taken opposite
positions on rules
and standards.

For the KYT approach to work, banks need to raise their internal capabilities. On
the purely technological side, the required functions include connectivity and analytics; it is essential to gather and analyze a vast amount of transaction data on an
ongoing basis. Then, in real time, several managerial skills are needed. These include the ability to identify illicit transactions, recognize and counter attempts to
disguise transaction origins, link accounts to their sectors and countries, manage
and update lists of questionable actors, build and maintain relationships with regulators in this new context, and fit the technology into an established compliance
system without compromising it. As is often the case with new technologies, the
greatest challenges are less a matter of digital implementation than of embedding
the right attitudes and habitual behaviors throughout the bank’s workforce and in
its organizational culture.

Structured Regulatory Compliance

Cryptocurrencies and related blockchain technologies are regulated by a wide variety of government organizations around the world, each of which has introduced its
own laws and guidelines. Countries hold a broad spectrum of views. Some are highly restrictive, banning or severely regulating both cryptocurrency exchanges and
ICOs. Others are mostly hands-off. Still other regulators have yet to indicate that
they will take any action at all.
Currently, the most prominent cryptocurrency regulators in Europe and the US
have taken opposite positions on rules and standards. In Europe, where oversight
falls to individual nations, the German Federal Financial Supervisory Authority
argues that cryptocurrencies need to comply with existing rules and standards.
In the US, interagency regulators are committed to evaluating digital currencies
further while regulations continue to evolve. (For reference, we provide an
overview of US legal, tax, and regulatory considerations in Appendix A.) Since
neither Europe nor the US has a comprehensive regulatory regime, other sovereign
regulators will tend to follow the guidelines set by one of these two influential
boards—which means that the approaches will likely be different on each side of
the Atlantic.
New policy frameworks continue to emerge. The European Commission has proposed, for instance, a draft legal framework that would regulate crypto assets and
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their market infrastructure, although it is unclear if and when such a framework
would be enacted. Separately, Liechtenstein’s recently established approach is
considered to be a comprehensive, robust model.
Other countries also have digital currency policies under review. In the US, for example, the Federal Reserve Bank of Boston announced that it—together with MIT’s
Digital Currency Initiative—is evaluating more than 30 different blockchain networks in experiments to determine if they would support a digital dollar. China has
announced plans to launch a digital yuan, with the aim of becoming the first country in the world to offer a digital sovereign currency. BIS has published findings that
central banks representing one-fifth of the world’s population say they are likely to
issue their first central-bank digital currencies during the next three years.1
This regulatory inconsistency is one of the greatest impediments to the growth of
cryptocurrencies. Business leaders are keenly aware that their investments could
fall in value if regulations change. One particularly important unresolved question
concerns the legal definition of these offerings. Will they be treated as assets or as
vehicles of monetary exchange? As securities or commodities? As a single category
of financial instruments or as two or more categories, each with different rules?
These decisions will have a major impact on how businesses and investors approach crypto asset investments in the future.
Because no clear universal regulatory structure exists, banks must develop their
own consistent guidelines. First, they should create a regulation heat map and conduct a gap analysis. This combined exercise should cover the most relevant regulations, anticipate future changes, and outline regulatory gaps (in other words, the
difference between existing requirements and potential changes) in each region.

Entering the crypto
custody market
can be a lucrative
business for suppliers
that offer value-added
services.

Second, banks should develop a risk management diagnostic for their own activity.
In this exercise, they should identify and prioritize cryptocurrency initiatives. Then
they should inventory the key sources of expertise and technology needed for these
priorities. An implementation plan needs to be created, laying out the required
steps to comply with current and anticipated regulations. Another rigorous program
should be designed to archive key milestones so that the work can be retrieved.
Finally, banks should consider developing a risk management software solution for
their own transactions—and to sell to other parties, such as exchanges, in order to
help finance the banks’ costs. All these steps can help institutions prepare for their
cryptocurrency endeavors while managing the most material risks and taking current and future regulations into account.

Innovation of Custodian Services

Cryptocurrencies are often targets of fraud or cyber intrusion. Banks thus have an
increasing need for custodian services: the storage, maintenance, and protection of
cryptocurrency assets. Entering the crypto custody market can be a lucrative
business for suppliers that offer value-added services. Banks are ideally placed to
provide this solution: a digital equivalent to the old-fashioned safe-deposit box,
taking advantage of the high levels of cyber protection that are already used to
safeguard financial holdings and records. In July 2020, the US Treasury’s Office of
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the Comptroller of the Currency published an interpretive letter clarifying that
national banks and federal savings associations have the authority to start offering
these services—as a modern version of traditional banking activities.
There are still debates over what type of technology to use. The most secure option
is cold storage (keeping cryptocurrency data in devices not connected to the internet), but that means physically hooking up the device for each new transaction. Hot
storage (always connected to the internet) is more accessible though also vulnerable
to attack.
Some fintech companies are beginning to offer custodian services. As Mike Belshe,
CEO of the cybercurrency security services provider BitGo, pointed out in a recent
report, fintechs are seeking to fill the gap and thus attract institutional investors.
For example, the US fintech Gemini provides custodian services, such as insurance
against fraud and thievery, to customers. But most institutional investors do not
accept fintech-based wallet services at this point because of the relatively high risk
and regulatory compliance issues.
A few traditional finance players, like Bank of America and Nomura, have announced plans to enter this space, but no bank has yet established a dominant presence. Banks that offer cryptocurrency services can develop a profitable business
model around this type of service. For example, no other enterprise in this field can
match banks’ reputations, existing track records, and regulation-oriented skills and
relationships. Some estimates suggest these attributes are worth as much as 1% per
annum of the value of the assets they store.
More regulatory consensus is needed here to make custodian services viable. US
Securities and Exchange Commission (SEC) rules require institutional investors to
maintain their assets with a “qualified custodian,” while the European Securities
and Markets Authority has not defined safekeeping yet, even though it has stated
that custody is a major risk for crypto assets.

T

he next few years will more than likely bring cryptocurrencies and DLTs into
the mainstream. Innovation in financial services is just beginning. The result
will be new ways of handling payments, investments, and savings. And for risks, the
three solutions of KYT, SRC, and custodian services are adequate for the foreseeable future, unless circumstances change.
The real uncertainty is not about risk but about missing opportunities. Will banks
be able to offer the innovations in investment vehicles and transaction services that
their customers expect? Will they be able to integrate these new technologies into
their existing operations? There is no universal playbook for this, but the financial
enterprises that are first to design and implement a viable approach will lead the
industry.

Note
1. Impending Arrival—a Sequel to the Survey on Central Bank Digital Currency, Monetary and
Economic Department of the Bank of International Settlements, January 2020.
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Appendix A: An Overview of US Legal, Tax, and Regulatory
Considerations
Payments Law Considerations

Participation in the cryptocurrency economy may trigger obligations under applicable payments-related laws and regulations, notably those related to money transmission. In the US, money transmission is regulated at both the federal and the
state levels. Federal law requires money services businesses (MSBs), which include
money transmitters, to register with the US Treasury’s Financial Crimes Enforcement Network (FinCEN) and comply with anti-money-laundering (AML) requirements under the Bank Secrecy Act (BSA). Under FinCEN regulations, a “money
transmitter” is a “person that provides money transmission services” or “[a]ny other person engaged in the transfer of funds.” The meaning of “money transmission
services” is the acceptance of money (defined as currency, funds, or other value
that substitutes for currency) from one location or person and its delivery to another location or person by any means.
In addition to money transmitters, FinCEN recently reaffirmed its interpretive guidance on the application of the BSA and its implementing regulations to people administering, exchanging, or using virtual currencies that are convertible into real
currency or that act as a substitute for real currency. An “exchanger,” defined as a
person engaged as a business in the exchange of virtual currency for real currency,
funds, or other virtual currency, must register with FinCEN. An “administrator,” defined as a person engaged as a business in issuing (putting into circulation) a virtual currency, and who has the authority to redeem (to withdraw from circulation)
such virtual currency, must also register with FinCEN.
Forty-nine states and the District of Columbia also require individuals or entities
engaged in money transmission activities to obtain a license from the relevant state
agency. Although each state has its own interpretations and exemptions, the statutory definitions of “money transmission” are substantively similar and generally require the receipt of money from one party for the purpose of transmitting it to another. Federal regulation of MSBs focuses on preventing money laundering, while
state laws generally focus on ensuring the safety and soundness of nonbank money
transmitters and the protection of state consumers.
Within this framework, it is critical for industry participants to analyze their
operations in order to determine whether they must comply with federal or state
payments-related laws and regulations.

Tax Law Considerations

The US Internal Revenue Service (IRS) treats crypto assets as property for federal
tax purposes and determines that virtual currency transactions are taxable just like
transactions in any other property. Current federal tax law does not treat virtual
currency as currency that could generate foreign currency gain or loss for US federal tax purposes. In computing gross income, however, a taxpayer who receives virtual currency as payment for goods or services must include the fair market value of
the virtual currency as of the date of receipt of the virtual currency. To calculate
fair market value of a virtual currency listed on an exchange with an exchange rate
that is established by market supply and demand, the virtual currency must be
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converted into US dollars (or into another currency convertible into US dollars) at
the exchange rate.
An IRS revenue ruling from October 2019 draws a distinction between the tax treatment of cryptocurrencies acquired as result of a “hard fork” versus those acquired
as result of an “airdrop.” According to the IRS, a hard fork occurs when a cryptocurrency undergoes a protocol change resulting in a permanent diversion from the existing distributed ledger. This may result in the creation of a new cryptocurrency on
a new distributed ledger, in addition to the existing cryptocurrency on the existing
distributed ledger. An airdrop, on the other hand, is a means of distributing a cryptocurrency to multiple distributed-ledger addresses. The IRS asserted that the creation of a new cryptocurrency as result of a hard fork does not necessarily create
tax consequences. A taxpayer may, however, constructively receive cryptocurrency
created as a result of a hard fork prior to the recording of an airdrop on the distributed ledger, altering the tax treatment of the acquisition.
As the IRS continues to adjust its treatment of cryptocurrencies, there may be serious tax consequences resulting from transactions in cryptocurrencies.

Securities Law Considerations

Cryptocurrencies may be subject to US securities laws, leading to different legal
considerations for different market participants.
What Is a Security? A key threshold issue that remains in flux is whether a digital
asset is a “security” under federal securities laws. The SEC interprets the term
“security” to include instruments such as stocks, bonds, and transferable shares,
and, importantly for the crypto industry, “investment contracts.” The US Supreme
Court has set forth the “Howey test” as the applicable analytical framework to
determine whether an “investment contract” exists. According to the test, an
investment contract exists when all three of the following conditions are satisfied:
(1) money is invested; (2) in a common enterprise; (3) with a reasonable expectation of profits to be derived from the efforts of others. The SEC does not
consider a single factor determinative, and it is therefore important for industry
participants to understand the contours of the Howey test and its evolving
application to digital assets.
Instructively, the SEC issued two no-action letters that help illuminate its treatment
of digital assets. In April 2019, the SEC did not deem blockchain-based digital assets
in the form of “tokenized” cards to be securities. The SEC noted, among other factors, that these tokens would be marketed in a manner that emphasizes their functionality, rather than their potential for an increase in market value. Similarly, in
July 2019, the SEC did not deem a blockchain-based in–video game currency a security. The SEC noted, among other factors, the limited ability to transfer the currency
outside of the gaming platform.
As regulators continue to confront novel cryptocurrency applications, industry participants should remain aware of the potential for the SEC to deem a virtual asset a
security. Courts have sided with the SEC in various cases including, most recently,
SEC vs Kik, finding that the token issued by Kik via an ICO is a security.
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Implications for Broker-Dealers. In the event that a market participant is deemed
to deal in “securities,” it may be subject to federal and state broker-dealer regulations. The Securities Exchange Act of 1934 (Exchange Act) defines a broker broadly
as any person engaged in the business of effecting transactions in securities for the
account of others. A dealer is defined as any person engaged in the business of
buying and selling securities for his own account, through a broker or otherwise.
Any broker or dealer must register with the SEC, subjecting it to strict conductbased regulations, including antifraud obligations such as a duty of best execution
and consumer disclosures, as well as privacy requirements. Brokers and dealers are
also subject to net capital rules, risk assessment requirements, anti-money-laundering obligations, and many other consumer and industry protection rules. Such
broker-dealer obligations may be triggered in the event that the SEC deems a
digital asset a security.
The SEC has released guidance on noncustodial models for a broker-dealer to operate an alternative trading system, including a recent no-action letter, paving the way
for the exchange trading of crypto assets.
Implications for Registered Investment Advisers. Similar to the regulatory requirements for brokers and dealers, if a digital asset is deemed a “security” by the SEC,
any “investment adviser” dealing in such assets must comply with the Investment
Advisers Act of 1940 (Advisers Act). The Advisers Act defines an “investment
adviser” as any person or firm that: (1) for compensation; (2) is engaged in the
business of; (3) providing advice, making recommendations, issuing reports, or
furnishing analyses on securities, either directly or through publications. Such
people or firms must register with the SEC and be subject to antifraud and disclosure obligations, recordkeeping requirements, advertising and fee restrictions, and
custody rules, as well as fiduciary obligations to provide suitable investment advice.
Whether or not a player in the digital asset market must satisfy regulatory requirements imposed on investment advisers depends on the SEC’s classification of the
digital assets at issue.
Implications for Investment Companies. The Investment Company Act of 1940
(Investment Company Act) defines an investment company as an issuer that is or
holds itself out as being engaged primarily, or proposes to engage primarily, in the
business of investing, reinvesting, or trading in “securities.” Public investment
companies are classified as management companies, unit investment trusts, or
face-amount certificate companies. In the event that a market participant dealing in
digital assets falls into an investment company category, it must register with the
SEC, triggering ongoing reporting obligations and minimum capital requirements,
among other obligations.
Private funds, on the other hand, must operate within an exemption to the Investment Company Act if they are to avoid SEC registration and its attendant requirements. Two of the most common exemptions are found in Section 3(c)(1) and Section 3(c)(7) of the Investment Company Act. Section 3(c)(1) exempts any issuer
whose outstanding securities (other than short-term paper) are beneficially owned
by 100 or fewer people and does not make a public offering of such securities.
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Section 3(c)(7) exempts any issuer whose outstanding securities are owned exclusively by people who, at the time of the acquisition of such securities, are “qualified
purchasers” and does not make a public offering of such securities.
Depending on how a digital asset is classified by the SEC, it is vital that market participants remain aware of their obligations with respect to the operations of public
and private funds.
Implications for Clearing Agencies. The Exchange Act requires entities to register
with the SEC prior to performing the functions of a clearing agency. Clearing
agencies are broadly defined, commonly serving the functions of a central counterparty (CCP) or a central securities depository (CSD). A clearing agency serves as a
CCP when it interposes itself between counterparties to securities transactions,
practically serving as buyer and seller. A clearing agency serves as a CSD when it
operates a centralized system for the handling of securities certificates. Lately,
companies using blockchain technologies have entered the clearing-agency space
in an effort to offer greater efficiency and security.
The SEC recently published a no-action letter addressing the interplay of blockchain technologies and clearing-agency registration requirements. In this case, a
company aiming to settle equity securities trades on a blockchain platform for broker-dealers was cleared to operate without registering with the SEC as a clearing
agency pursuant to the Exchange Act. The SEC mandated a feasibility study phase,
whereby the platform’s operations would be designed to limit its scope and manage financial and settlement risks using, among other items, participation requirements and limits, securities eligibility criteria, margin collection, volume limits,
ongoing monitoring, and regular reporting to the SEC.
As the SEC’s treatment of clearing agencies continues to evolve, it is important for
market participants to monitor regulatory developments in order to ensure compliance and avoid potential enforcement actions.

Derivatives Law Considerations

Recently, the chairman of the US Commodity Futures Trading Commission (CFTC)
Heath Tarbert stated that he believes the cryptocurrency Ether is a commodity and
would therefore fall under the jurisdiction of the CFTC. This signals a potentially significant development for market participants. Commodities are generally subject to
the regulatory requirements of the Commodity Exchange Act (CEA) and its respective regulations. Market participants in commodities face CFTC registration requirements for traders, advisers, agents, and exchanges as well as enforcement actions
brought by the CFTC’s Division of Enforcement for violations of fraud and manipulation rules and regulations. Since Ether and related cryptocurrencies may now be
categorized as commodities, industry participants should prepare for the landscape
to be subject to the full gamut of the CFTC’s regulations and actions, and the CFTC
has maintained an active enforcement agenda in the cryptocurrency space.
Importantly, the CFTC maintains rules and regulations prohibiting the employment, or attempted employment, of manipulative or deceptive conduct. The CEA’s
fraud rule was modeled after Section 10(b) and Rule 10b-5 of the Securities and
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Exchange Act of 1934 to broadly prohibit fraud and fraud-based manipulation. In a
related regulation, the CFTC’s manipulation rule makes it unlawful for any person
directly or indirectly to manipulate or attempt to manipulate the price of any swap
or commodity in interstate commerce. These new rules broadened the CFTC’s existing authority to prohibit fraud and manipulation by eliminating the requirement to
show an artificial price, lowering scienter from specific intent to recklessness in certain instances, and expanding the prohibition on false reporting to include “any
false statement of material fact” to the CFTC in any context. The CFTC also requires the registration of certain industry participants, including commodity pool
operators and commodity trading advisers and introducing brokers.
Following Chairman Tarbert’s recent statements, the foregoing obligations may now
extend to digital asset market participants.

Sanctions Law Considerations

US sanctions laws are imposed, administered, and enforced by the US Treasury
Department’s Office of Foreign Assets Control (OFAC) and the US Department of
State. Sanctions violations are strict liability offenses, and a person or entity may be
held liable for inadvertent violations of US sanctions authorities. Based on historical enforcement actions, there is less risk of a significant enforcement action by
OFAC in cases where a person did not know, and had no reason to know, that he or
she was dealing with a designated person or people whose assets and accounts located in the US were blocked by sanctions, particularly where those dealings were
indirect.
Market participants should remain aware of the strict enforcement of sanctions
laws as related to their virtual-asset operations.

New York and Louisiana Law Considerations

New York was the first US state to implement a comprehensive regime for virtual
currency regulation. Pursuant to the so-called BitLicense law, “[N]o Person shall,
without a license obtained from the superintendent . . . engage in any Virtual Currency Business Activity.” A person is defined as “an individual, partnership, corporation, association, joint stock association, trust, or other entity, however organized.” Virtual currency business activity means the conduct of any one of the
following types of activities involving New York or a New York resident:

••

Receiving virtual currency for transmission or transmitting virtual currency,
except where the transaction is undertaken for nonfinancial purposes and does
not involve the transfer of more than a nominal amount of virtual currency

••

Storing, holding, or maintaining custody or control of virtual currency on behalf
of others

••

Buying and selling virtual currency as a customer business

••

Performing exchange services as a customer business

••

Controlling, administering, or issuing a virtual currency
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Exchange services means “the conversion or exchange of fiat currency or other value into virtual currency, the conversion or exchange of virtual currency into fiat
currency or other value, or the conversion or exchange of one form of virtual currency into another form of virtual currency.” New York resident means “any Person
that resides, is located, has a place of business, or is conducting business in New
York.” Virtual currency, subject to certain limitations, means “any type of digital
unit that is used as a medium of exchange or a form of digitally stored value,” and
is “broadly construed to include digital units of exchange that (i) have a centralized
repository or administrator; (ii) are decentralized and have no centralized repository or administrator; or (iii) may be created or obtained by computing or manufacturing effort.” Transmission means “the transfer, by or through a third party, of Virtual Currency from a Person to a Person, including the transfer from the account or
storage repository of a Person to the account or storage repository of a Person.”
The New York Department of Financial Services has provided limited guidance on
the BitLicense’s scope of application. Thus, entities participating in the market for
virtual assets involving New York or a New York resident must consider the applicability and implications of New York’s BitLicense law.
Following New York, Louisiana has recently adopted a comprehensive regulatory
regime—the Virtual Currency Business Act (VCBA)—for virtual currency business
activity. While different in scope and exemptions from New York’s BitLicense law,
Louisiana’s VCBA prohibits a person from engaging in virtual currency business activity with a Louisiana resident without first having obtained a license. Virtual currency business activities include:

••

Exchanging, transferring, or storing virtual currency or engaging in virtual
currency administration, whether directly or through an agreement with a
virtual currency control services vendor

••

Holding electronic precious metals or electronic certificates representing
interests in precious metals on behalf of another person or issuing shares or
electronic certificates representing interests in precious metals

••

Exchanging one or more digital representations of value used within one or
more online games, game platforms, or family of games for either of the
following:

ǟǟ

Virtual currency offered by or on behalf of the same publisher from which
the original digital representation of value was received

ǟǟ

Legal tender or bank credit outside the online game, game platform, or
family of games offered by or on behalf of the same publisher from which
the original digital representation of value was received

The VCBA is a law currently in force, but the local regulatory authority has yet to
enact regulations to fully implement the law.
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