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Establishing an item’s authenticity 
and ensuring that it was sourced proper-

ly have become exponentially more difficult 
as supply chains grow, as online market-
places proliferate, and as the ability to 
produce clever facsimiles matures. The 
luxury goods industry lost a total of $30 bil-
lion in revenue to counterfeiting in 2017 
and 2018, and the global cost of fraud and 
counterfeiting across all industries exceeds 
$1 trillion annually, according to the 2018 
Global Brand Counterfeiting Report. 
Consumers are growing frustrated—in 
addition to core health and safety concerns 
about fraudulent or substituted goods, 
many consumers want assurance that the 
organic and fair trade products they are 
buying—and paying a premium for—are 
the real deal, and labeling practices don’t 
always provide the certainty needed.

For these reasons, blockchain-enabled 
counterfeit prevention is attracting in-
creased corporate and investor interest. 
Blockchain platforms are distributed, share-
able databases on which information can 
be recorded, stored, and made instantly 

 visible to all participants. Data recorded on 
the blockchain cannot be altered,  rendering 
transaction histories virtually tamper proof. 
As a result, blockchain is often referred to 
as a “single source of truth.”

The visibility, traceability, and immutabili-
ty of blockchain platforms make the tech-
nology well suited to a host of anticounter-
feiting applications. Blockchain platforms 
allow authorized participants to view the 
entire history of a good or part from source 
to the point of sale. Digital labels and 
smart tags can be used to record an item’s 
unique identifiers, allowing sellers and cus-
tomers to quickly distinguish legitimate 
from counterfeited goods. They can also 
help producers, distributors, consumers, 
and regulators determine where an item is 
at any point along the value chain. Instead 
of relying on the word of others to deter-
mine if a part was procured, assembled, 
and labeled correctly, participants can sim-
ply go to the blockchain and determine an 
item’s provenance and journey for them-
selves. In addition, blockchain solutions 
 enable automated reporting, which can 
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 significantly ease the compliance burden 
by making documentation more accessible, 
more accurate, and cheaper to manage.

Given the potential, it’s little wonder that 
investment in blockchain-related counter-
feit prevention has soared. However, while 
blockchain’s use in stamping out fraud 
holds great promise, use cases vary, and 
none is a panacea. This article, the second 
in a series dedicated to helping investors 
understand how blockchain can deliver 
 value, describes what companies and 
 investors need to look for in specific use 
cases and how to evaluate potential down-
stream benefits.

Understanding Where 
 Blockchain Can Add Value
Blockchain-enabled anticounterfeiting 
solutions are most relevant—and thus 
 valuable—when authenticity and ethical 
sourcing are essential to an item’s worth. 
(See the exhibit.) A customer in a jewelry 
shop needs to know if the diamond he’s 
considering is genuine, from a reputable 
mine, and therefore worth the amount 

 being charged. Pharmacies need to know 
that medicines have been compounded 
correctly given the potentially fatal conse-
quences of error, and a designer brand 
needs to know that fake lookalikes haven’t 
been substituted for its products at some 
point along the distribution cycle.

Mislabeling is another issue, one that is 
particularly rife in the food and restaurant 
trade. A 2018 study by the New York State 
Attorney General’s office found that 27% of 
all seafood sold in the state was tagged un-
der the wrong product name. Food catego-
ries that command premium pricing, such 
as Kobe beef, extra-virgin olive oil, and or-
ganic foods, are frequent targets of fraudu-
lent labeling. Medicines are also highly vul-
nerable to fraud. The World Health 
Organization estimates that trade in coun-
terfeit medicines is worth about €73 billion 
annually. Improper substitutions and de-
fective parts create enormous risks for 
companies and buyers alike. In addition to 
the health and safety issues posed, break-
downs in provenance and procurement can 
result in lawsuits, customer disaffection, 
and costly and disruptive product recalls. 
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The expansion of global supply chains has 
created an even wider ripple effect. Stake-
holders across the supply chain need assur-
ance that goods have been stored and 
maintained in the right conditions. In 2016, 
a recall of sunflower seeds due to possible 
listeria contamination affected hundreds of 
products across dozens of brands.

Blockchain solutions have the potential to 
bring much-needed relief in each of these 
areas, protecting customers and businesses 
from the risks associated with counterfeit 
products, mislabeling, and substandard 
storage and manufacturing. Smart digital 
tags can establish provenance, and 
 track-and-trace capabilities can scour 
 transaction histories to validate sourcing 
end to end. Internet of Things (IoT) sensors 
connected to blockchain platforms can 
 automatically transmit and record tem-
perature, humidity, and other data, assur-
ing stakeholders that items have been 
properly housed and transported.

However, knowing where blockchain can 
help is just the first step in assessing value. 
To understand the total value relative to 
other opportunities, investors need to con-
sider specific use case applications and as-
sess the potential for additional down-
stream benefits and adjacencies.

Not all Use Cases Are  
Created Equal
Broadly speaking, the value of a blockchain- 
enabled provenance solution for a particu-
lar item correlates with its ease of authenti-
cation, the importance of its sourcing 
journey, and its pricing power.

The ability to attach a unique identifier to 
a single unit of a good allows blockchain 
applications to record an item’s provenance 
and trace its journey along the supply 
chain. The easier it is to attach these 
unique identifiers to, say, a shoe, an elec-
tronics component, or an automotive part, 
the quicker the path to value. A diamond, 
for example, has unique, easily ascertained 
visual characteristics that allow it to be in-
dividually tagged, whereas a vegetable’s 
unique characteristics might require DNA 

analysis. More involved solutions, such as 
those that combine blockchain with IoT to 
authenticate cashless transactions or estab-
lish voter eligibility, may take slightly lon-
ger to test, build, and scale. Yet, these sys-
tems could generate significant long-term 
value once established.

In addition, traceability must confer a ma-
terial benefit: Is it a “nice to have,” as in 
the case of a certified-organic label, or is it 
a “must have?” In general, the greater the 
need for traceability, the greater the value.

Finally, the product or brands involved 
should command strong pricing power to 
justify the cost of building a blockchain 
network and the large adopter base need-
ed to make the platform usable. The higher 
the premiums involved—a designer sneak-
er, for instance, versus a mass-market 
brand—the more value there is in confirm-
ing a good’s legitimacy. Concentrating on 
select, high-value areas can allow the cost 
of developing the blockchain network and 
operating the algorithms to be spread 
across the user base. In situations that in-
volve component parts or nonpremium 
brands, manufacturers may need to look at 
more creative ways to employ blockchain, 
such as using IoT tags that can add a 
unique identifier to products.

Investors Must Look Beyond 
Short-Term Benefits
Companies and investors should not limit 
their valuation analyses to the immediate 
investment thesis. Adjacent applications 
and new markets created within three to 
five years could deliver significant benefits, 
the value of which could eclipse that of the 
initial business case. Each potential solu-
tion needs to be evaluated on a holistic ba-
sis, considering first-, second-, and third-or-
der benefits, in order to select the most 
promising opportunities.

 • First-Order Benefits. To assess the 
immediate value potential, investors 
should focus on what the blockchain 
application is specifically designed to do 
and the direct problem it is looking to 
solve. Homing in on those questions can 
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help investors evaluate how effective 
the solution is likely to be and how 
large a market it can attract.

 • Second-Order Benefits. Next, inves-
tors should consider what additional 
sources of value the blockchain 
 solution could deliver. The UN World 
Food Programme, for instance, is 
developing a blockchain platform to 
make it easier for refugees to access 
and use food vouchers. In time, the 
same blockchain engine could be used 
to support financial transactions, giving 
refugees who lack access to formal 
banking systems a way to access cash 
and build savings.

 • Third-Order Benefits. Finally, as 
blockchain platforms and their underly-
ing protocols evolve, new features and 
solutions can be added. Some of these 
may exist, but others may spring from 
as-yet unknown innovations that could 
be built on top of existing infrastruc-
ture. Investors need to consider wheth-
er the solutions being evaluated could 
serve as an anchor for marketplaces yet 
to be conceived.

The blockchain platform Tracr illustrates 
how these benefits could play out. Devel-
oped by De Beers, Tracr is intended to 
bring greater transparency to provenance 
and sourcing in the diamond industry. The 
first-order benefits are the premium that 
people might be willing to pay for a dia-
mond that is guaranteed to be both legiti-
mate and ethically sourced. These benefits 
are likely to be considerable in their own 
right. But the platform could also deliver 
significant second-order benefits. Right 
now, for instance, the lack of a reliable way 
to identify and authenticate diamonds at 
scale could allow fraudulent actors to use 
the same stone as collateral for multiple 
loans. A platform like Tracr that records 
each diamond by its unique identifier 
could allow banks and lenders to identify 
such “double spending.” Potential third- 
order benefits could include the platform’s 
ability to connect all diamond industry 
suppliers on a single, standardized plat-
form. Doing so would allow rapid, seamless 

communication between parties, enabling 
the easy transfer of money between coun-
tries and the trading of assets without 
 middlemen. Taken together, these first-, 
 second-, and third-order benefits could 
 dramatically change the long-term ROI 
 potential of the blockchain investment, 
 information that could help private equity 
players place smarter bets.

Potential Barriers to 
 Blockchain’s Success
While blockchain’s use in combating 
 counterfeiting has extraordinary potential, 
certain factors can slow momentum if 
poorly managed.

The first is the question of proof. Block-
chain may serve as a single source of truth, 
but that implies that relevant stakeholders 
agree on what constitutes proof. Is it a pur-
chase order, a letter of credit, or a certifi-
cate of authenticity from an approved 
body? A government contractor might ac-
cept a supplier’s invoice as proof that parts 
were manufactured in an approved juris-
diction, but government auditors may re-
quire more detailed documentation that 
lists where the underlying components 
were purchased. For blockchain to work ef-
fectively, all parties must share a common 
definition of the truth.

Regulatory concerns can be another issue. 
Use cases related to heavily regulated sec-
tors such as financial services and health 
care could be subject to more stringent 
 requirements. While the impact is likely to 
be minimal in most applications, regulators 
may want participants in blockchain 
 applications that involve money transfers 
or the use of a diamond or other asset as 
collateral for a loan to abide by banking 
compliance provisions. Similarly, in health 
care settings, regulators will want to know 
that core consumer protections around 
data privacy and medical records will also 
be upheld.

Finally, investors need to be satisfied that 
the company leading the blockchain 
 effort has the necessary resources and 
clout to bring key players together. Building 



Boston Consulting Group  |  An Investor’s Guide to Blockchain in Fraud and Loss Prevention 5

a  successful platform requires industry 
peers to set aside their competitive 
 dif ferences and work together. Managing 
that  “coopetition” paradox takes strong 
 leadership skills.  Investors need to know 
that the company or its key partner have 
sufficient authority to drive the effort and 
that the right  incentives are in place to 
 attract other  important stakeholders. For 
instance, Walmart failed with its first 
 attempt at a supply chain  platform because 
it sought to manage it as a proprietary 
 system. Suppliers balked  because joining 
the platform would have required man-
aging a second set of books. Recognizing 
the issue, Walmart repositioned the 
 platform as a single, industrywide model, 
giving  sup pliers and customers greater 
 incentive to join. Managing stakeholder 
 collaboration  effectively is a critical 
 success factor.

Blockchain technology has the po-
tential to prevent fraudulent actors 

from profiting off counterfeit parts and 
goods, addressing a longstanding issue that 
cuts across industries, exposes consumers 
to health and safety risks, and results in bil-
lions of dollars in lost sales. However, 
blockchain-enabled counterfeit prevention 
tools are still in their nascency and value 
can vary widely. To make informed deci-
sions, companies and investors need to as-
sess first-, second-, and third-order benefits 
on a use case basis and ensure that initia-
tives have the ability to gain critical mass 
and satisfy regulatory and other criteria. By 
focusing on opportunities where block-
chain can relieve persistent pain points 
and on use cases where sourcing is key to 
value and pricing is strong, investors can 
help lower their risk and accelerate the 
path to value.
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