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In industry after industry, companies 
are experimenting with agile ways of 

working as they try to increase productivi-
ty and foster greater innovation, and many 
are making the move to agile at scale and 
trying to get agile right. The benefits are 
substantial—companies often achieve 25% 
to 35% reductions in cost while improving 
quality by 20% and accelerating the de- 
livery of new products and services by 
100% to 200%. But the transition involves 
changes to every part of the organization 
and requires that senior management 
rethink internal processes and commit to  
a shift toward cross-functional teams. And 
the benefits may remain elusive if com- 
panies neglect risk management and  
compliance and don’t make the neces- 
sary changes to support the new ways of 
working.

Take a common example from financial 
services. Working in agile sprints, a bank 
quickly developed a new functionality that 
allows customers to log into their mobile 
accounts and execute transactions faster 
than before. But a few days before the  

release, the risk function found that the 
new feature did not require two-factor au-
thentication from users—a serious breach 
of compliance. The release had to be sus-
pended and the feature fixed, adding 
months of development time, which could 
have been avoided had the risk function 
been included early in the agile develop-
ment process.

Agile is not inherently more risky or prone 
to missteps such as this one, but adopting 
an agile approach also means that compa-
nies need to adapt risk management to the 
new ways of working so that risk and com-
pliance keep pace with agile teams as they 
iterate through product delivery. Compa-
nies can manage financial, operational, 
and compliance risks in a robust manner 
while business teams reorient their focus 
toward better serving customer and busi-
ness needs. In our experience, firms can se-
cure the many benefits of agile while main-
taining effective risk management and 
compliance processes that, for regulated in-
dustries, also address regulatory expecta-
tions. (See the exhibit.)

https://www.bcg.com/digital-bcg/agile/large-scale-agile-transformation.aspx
https://www.bcg.com/featured-insights/how-to/agile.aspx
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Identifying and Monitoring Risk 
and Compliance Effectively
Agile is all about speed and time to market. 
To unlock these efficiencies, companies 
need to modify key risk management prac-
tices by developing an agile-specific risk  
assessment and a continuous-monitoring 
program.

At the start of a project, each agile team 
performs its own early-stage assessment of 
the types of risk that may manifest during 
the development process. The risk assess-
ment catalogs and analyzes the kinds of 
risk that are incumbent in agile process-
es—such as the need for compliant securi-
ty procedures in the development of the 
custodian-client trading feature described 
previously—and integrates this appraisal 
into the company’s, or function’s, agile- 
governance procedures.

So far, so good. But risk profiles change 
over the agile development life cycle, 
which is why continuous monitoring is 
needed to regularly reassess the risks  

associated with a particular project. Con-
sider an initiative that at first involves no 
need for customer data. As the project 
moves through its sequence of iterations, 
however, the team adds functionality that 
accesses customer data and potentially  
exposes the company to data privacy risk; 
that risk then needs to be assessed. Now 
consider that this scenario plays out in 
multiple agile teams each week in business 
units spread across markets around the 
world. Manual or conventional tracking 
cannot possibly keep up.

The solution involves dynamic, real-time 
monitoring of risks by digitally integrating 
risk assessment results into existing work-
flow management systems. Designing the 
technical architecture requires a thorough 
understanding of the company’s current 
technology landscape and typically in-
cludes the development of back-end sys-
tems to share, aggregate, and prioritize 
data among workflow tools. We have 
worked with numerous clients to develop 
appropriate agile-specific risk assessment 
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and monitoring programs along with the 
workflows and digital tools to support 
them. (See the video for an illustration of 
our approach.)

Providing Risk and Compliance 
Support to Agile Teams  
Efficiently
A big—and new—challenge for risk and 
compliance functions is handling the re-
quests for assistance, which can take many 
forms, including risk reviews, project input, 
and participation in team meetings and 
agile “ceremonies.” Addressing the chal-
lenge involves two objectives: not over-
whelming the risk and compliance func-
tion’s resources so that every request 
receives adequate attention and not slow-
ing down fast-moving agile development 
teams because they have to wait for risk 
and compliance to catch up.

Not every new product, service, or solution 
development project requires the same lev-
el of risk and compliance involvement. One 
effective solution is a coverage model that 
matches the intensity (high, medium, or 
low) and nature (for example, operational, 
reputational, or compliance) of risks with 
the amount and type of support required 
from the risk and compliance function.

Several coverage models ensure adequate 
risk management oversight. For example, 
an agile team working to redesign a bank’s 
customer-onboarding process likely needs 
a compliance subject matter expert, while 
the development of a new online customer 
complaint form for an airline may require 
only periodic risk and compliance input 
during a few agile ceremonies. The key for 
the risk and compliance function is to first 
understand the composition of the agile 
portfolio and its characteristics. Manage-
ment can then prioritize according to the 
impact of the risk and compliance func-
tion’s involvement, making sure that the 
right skills and expertise are allocated to 
maximize coverage while ensuring efficient 
resource utilization. A good risk coverage 
model also helps highlight gaps in existing 
talent and identify where reskilling or new 
hiring is required.

Achieving a Step Change in the 
Effectiveness and Efficiency of 
Risk and Compliance
Agile isn’t only for other functions. While 
various parts of the company are becoming 
more efficient and effective, the risk and 
compliance function also needs to assess 
how it can adopt agile ways of working to 
streamline collaboration and unlock effi-
ciencies. To start, this involves identifying 
which projects are well suited to agile and 
reimagining how key business-as-usual risk 
management processes can leverage agile 
methodology and tools.

For example, BCG recently assisted a firm 
in developing a modern microservices  
platform for market and counterparty  
credit risk by applying agile, which reduced 
the project budget from $100 million to  
$50 million and accelerated delivery time 
by 50%. By applying agile to business-as- 
usual risk processes, such as model devel-
opment or stress testing, firms can realize 
up to 25% efficiency gains, freeing up re-
sources to be deployed in other priority  
activities or simply generating bottom-line 
savings.

Organization and Program 
Management
A strong governance structure underpins 
the three pillars, supported by new roles 
and responsibilities for risk and compliance 
as well as the business in a reimagined pro-
cess. Policies and procedure modifications 
document the systematic integration of risk 
management along the agile life cycle and 
demonstrate strong governance—both for 
the board of directors and for industry reg-
ulators. Common modifications include 
changes to continuous-monitoring or soft-
ware development life cycle procedures. 
Many companies use panels of subject  
matter experts and program management 
offices to oversee the integration of risk 
management into the broader enterprise’s 
agile programs.

Getting Started
Key stakeholders throughout management 
need to have a candid conversation about 

http://media-publications.bcg.com/flash/dotbcg_other/Lora_Short_1080.mp4
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where they believe risk management in ag-
ile stands today and the potential implica-
tions of a lag in agile development of the 
risk and compliance function. If they fail to 
address the issue, agile benefits could re-
main elusive and frustration could arise in 
other parts of the organization as new 
products and services are delayed and re-
worked when risk and compliance issues 
are caught too late in the process. Many of 

our clients have found a short diagnostic of 
their risk management practices for agile 
environments to be valuable in identifying 
the needs and principal roadblocks to mov-
ing an agile transformation forward and 
capturing its value. The earlier that the 
needs are identified, the less disruptive the 
solutions will be and the sooner that risk 
and compliance will be onboard with the 
overall agile transformation.
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